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Agenda

=14.10.FCY/

=14.10.FC6

=14.10.FC5

=14.10.FC4

=14.10.FC3

=14.10.FC2

*14.10.FC1
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Fixes

= There are no new features in 14.10.FC9, released late October, 2022.

» Rather there are a lot of bug fixes in this release:
— 75 APAR’s, 176 defect fixes total.

= An excellent point to upgrade to version 14.10 from whatever
release and edition you are on.

© 2022 IBM Corporation
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Agenda

* InformixHQ and HDR Secondary Operations

» InformixHQ and new SQL Editor

» New oncheck -w [#seconds] option to wait for locks

» New onstat —I| Index information produced

» onstat -g rah enhanced to provide more read-ahead information

» Chunk mirroring enabled permanently, configuration parameter
MIRROR deprecated

» [nternal IBM Java version update
» GSKit Upgrade

= Support for Deployment Assist removed
— As of 14.10.FC7 — see Doc link embedded

= InformixHQO documentation updates
— See doc link embedded

6 © 2022 IBM Corporation


https://www.ibm.com/docs/en/informix-servers/14.10?topic=overview-whats-new-in-informix#concept_v1410xc7__1410xc7_ibmjava_upgrade
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InformixHQ and HDR Secondary Operations

* InformixHQ has been enhanced with HDR Secondary Operations
through which InformixHQ allows or restricts certain actions on
specific server types

* HDR cluster consists of a Primary and Secondaries
— InformixHQ treats every server added as an individual server

» Depending upon server type in cluster, Informix Server allows or
restricts certain actions on specific server types

* From the 14.10.xC7 release, InformixHQ handles all such operations
on secondary servers in the cluster, see HDR Secondary Operations

8 © 2022 IBM Corporation
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InformixHQ and the New SQL Editor

* The Schema Manager has been enhanced with a new SQL Editor to
enable users to write custom SQL and display query tree plans in the
graphical format

» Enable SQL tracing on Informix Server to view a query execution plan
— If disabled, the SQL editor provides an option for ease to enable it

= For more information, the documentation for this is here

9 © 2022 IBM Corporation
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New oncheck -w [#seconds] Option to Wait For Locks

* New oncheck -w [#seconds] option now waits on locks to release
— If oncheck encounters a lock while performing its work, it will first indicate to the
user that it is waiting, then pause until either the given timeout expires or the lock

IS acquired

* The -w [seconds] option can be appended to any oncheck command

» If oncheck encounters alock while performing its work it will first
Indicate to the user that it is waiting, then pause until either the given

timeout expires or the lock is acquired

» Return codes are non-zero if the utility exits due to a timeout expiration

© 2022 IBM Corporation
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New oncheck -w [#seconds] Option to Wait For Locks

* The -w option may be given a number of seconds to wait. For example:

oncheck -cDI stores_demo:customer -w 10

— Above command will wait up to 10 seconds for each lock encountered during the

data and index check of the customer table.
— Omitting a timeout value tells oncheck to wait indefinitely for locks. For example:

oncheck -cc my_db -w

— Above command waits if necessary for table locks in my_db without timing out.

* An oncheck using the -w option may be interrupted at the command
line as usual, even when the command is waiting for a lock.

© 2022 IBM Corporation
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Index Information on onstat —|

* Index operations statistics including reverse scans and retries are now
available via onstat

» onstat -1 displays instance-wide information summary totals about
index operations

» onstat -l Index statistics, sample output (a copy)

search additem delitem retry rev_scans rs_retries
60320 75783 8153 6 23 0

splits page slot root copyback
980 038 21 184 0

compress merges shuffles root
38 3 0 0

14 © 2022 IBM Corporation
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B-Tree Operations (1)

* A b-tree merge operation is one in which two index nodes in the same
level are combined into one, with all the index items from the right-
hand node being moved onto left-hand node:

— The empty node is then unlinked from the tree and the page is marked free in the
partition’s bitmap

* A b-tree split operation is the opposite of a merge:

— A new node is added to the right of a nearly-full node and about half of the index
items are moved to the new node

* A b-tree shuffle operation balances the number of items between two
nodes, moving some from the right-hand node to the left-hand node,
without removing either node from the tree:

— A shuffle operation now occurs only when an index is being externally
compressed using the SQL administration API’'s index compress argument.

15 © 2022 IBM Corporation
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Btree Operations (2)

= An internal b-tree compress operation predates the externally-
triggered index compression feature mentioned above, and is
unrelated to it:
— Itis simply an attempted merge operation
— It may or may not result in a change to the index structure

* A b-tree copyback operation is an update to the parent node when
merges or splits on the level below to render one of the parent’s key
values out of date

» Whereas a b-tree search moves downward through the tree, a scan
moves sideways through one of the levels, normally proceeding from
left to right (lower values to higher values):

— A b-tree scan that moves from right to left is called a reverse scan

16 © 2022 IBM Corporation
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onstat -g rah Enhanced To Provide More Read-ahead Info

* The onstat -g rah command has been significantly enhanced and
breaks down read-ahead statistics by partition and thread.

* Four new sysmaster pseudo tables provide an SQL interface to this
same read-ahead information:

» Basic Syntax with options:

>>-onstat-- -g--rah--+----------- Lt EEEEEEE Lt EEEEEEEREEERE +ommmmee >
'-general-' '-queues-' '-daemons-'

N S ST R S S R — S TSRS ><
'-recovery-' '-partitions-' '-threads-'

18 © 2022 IBM Corporation
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onstat —g rah — Example output

* The output for this command is divided into six sections:
— Read Ahead
— Active Read Ahead Queues
— Active Read Ahead Daemons
— Recovery Read Ahead Statistics
— Partition Read Ahead Statistics
— Thread Read Ahead Statistics

* Running the command without any arguments will display all six
sections by default and the output is over multiple screens

— To display the information for only one section, add the section name, as in:

onstat -g rah partitions
onstat -g rah threads
onstat —g rah general

19 © 2022 IBM Corporation
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onstat -g rah: Example Section 1 Read Ahead

» Displays general cumulative info about read aheads instance-wide.

= onstat -g rah command output, section 1

Read Ahead

# Qs

# RA Daemon Threads
# Requests

cur. queued

max. queued

max. indiv. Q len
# Continued

# Memory Failures
Way Behind
Daemon Frees
Last Thread Add

20

3
3
4445632
6
10
3
4667
0
0
0

10/31/2021.11:02:59

= Some of this onstat output
changes yet again in 14.10.FC8
— New content for Total Read
Pages Read/Used per
partition
— Useful in tuning AUTOREAD
If total read pages = total
used pages for a partition
then read ahead is good, if
overall this is not true then
read ahead needs tuning.

© 2022 IBM Corporation
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Change in the cdc set fullrowlogging()
Function
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cdc_set fullrowlogging() Change

» Change in the cdc set fullrowlogging() function of Changed Data

Capture.

» Use the cdc_set fullrowlogging() function as user Informix to
enable full-row logging on a table from which you intend to perform

data capture

» The change is that you must stop capturing data from a table using
cdc endcapture() before you disable full-row logging using

cdc_set_fullrowlogging()

» Without using "cdc_endcapture()" first, disabling of FULL ROW
LOGGING will fail with error 19816

© 2022 IBM Corporation
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Chunk Mirroring Enabled Permanently

* Chunk mirroring has now been enabled permanently, and in the
process, the configuration parameter MIRROR has been deprecated
— 14.10.FC6 or earlier, if MIRROR is disabled, value is ignored
— MIRROR parameter removed from ONCONFIG in 14.10.FC7

* If the root dbspace in your instance is not mirrored, you should either
remove MIRRORPATH from the config file or ensure that it is unset

* |f you use a FC6 (or earlier) file where MIRRORPATH is populated with
default values, that value is used to create a mirror of the rootdbs
regardless of any MIRROR value in the file!!

— This only affects newly created instances

— Preexisting instances with in-place upgrades do not create a mirror chunk but
rather generate an error ‘Could not open mirror chunk. Errno 2’

— Thanks to Carlton Doe for this..... ©

24 © 2022 IBM Corporation
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Java and GSKIT Upgrades

* Internal IBM Java version update:

— Internal IBM Java version updated to 8.0.6.36 on most platforms, with the
following exceptions:

* SunOS: 8.0.6.35
* SunOS: 8.0.6.35

» GSKit upgrade:
— GSKit Installation updated to 8.0.55.25.

26 © 2022 IBM Corporation
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Agenda (1)

= InformixHQ enhancements

" Power 9 AIX 7.2 — Large Segment Addressing

» TLS 1.3 support added

= Auditing enhancement, support for Audit to Syslog (ASL) facility
= Distributed transactions and PAM authentication enhancement

= New High-availability cluster configuration parameter
SEC NONBLOCKING CKPT

» TEMPTAB NOLOG enhancement

= New replication utility cdr check catalog

» Enterprise Replication performance enhancements

= gonstat -g lag enhancement

= Limitations on admin() commands on read only secondary

» Backup and restore a Remote Secondary Server(RSS)

» Temp space enhancements

xNew SMI table syssessiontempspaceusage © 2022 1BM Corporation
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Agenda (2)

= Improving dbinfo('dbspace’, parthum)

= New session environment option QUERY_ TIMEOUT
= | ast Object Modification Time

» Enhancements to ifx_row id

» Enhancements to Round Robin Fragment Usage

= repl2spl now includes userid and session id
= CSDK install enhancement
= New ODBC DSN Advance Option UPDATE DESCRIBE or UPDDESC

» Documentation updates: Wire listener documentation modified.

» Heads up: Removing support for Deployment Assist
» Heads up: Removing support for SPWDCSM(from JDBC and server)

29 © 2022 IBM Corporation
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Features — Not all Shown Here

» Schema Manager - Create/Drop Table

» Addition Of “Test Connection” Button On Server Setup Page

» SQL Editor To Display ISAM Error Message Returned By Server
* Enhanced Incidents List With Additional Features

» Suppress Repeated Alerts

» Secure Connection With Agent

» Upgrade Logging From Logback To Log4j2

31 © 2022 IBM Corporation
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Schema Manager (Create Table): Initial Landing Page

Informix )

Check Constraint

charColumn

5 =5 =5 o

[T] Table Check Constraint

New in Schema Manager - Create/Drop Table
Feature to allow users to create table in Informix DB from Ul

Simple screen navigation
View SQL statement before execution (create table)

Drop table in Informix DB from Ul

32 © 2022 IBM Corporation
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Features
» Upgrade logging to log4j2:
— Change HQ logging dependency from logback to log4)2
— This is the latest logging Framework available

* This feature was the subject of a security patch and released in

Informix for all editions in version 14.10.FC7W1.:
— Customers interested in using this log4j2 feature or usage of InformixHQ in

general should upgrade and use 14.10.FC7W1
— A workaround for this issue has also been posted on |IBM’s web site

© 2022 IBM Corporation
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AlIX — Large Segment Addressing (1)

= AIX Power 8, 9 only — Large Segment Addressing (LSA) — New Feature

— Significantly improves performance (10-40%) of memory retrieval if the number of
memory segments is kept to 12 or fewer and they align on 1 TB boundaries

35

New feature on by default for 14.10.FC6, not back ported
AIX Memory translation table is default size of 12 slots behind the scenes in AlX Power,
and the default size for AIX only is small, normal segment size is 256 MB segments

» Causes noticeable performance drop as the number of segments exceeds 12
The fix does mean we’re attaching to the processes aligned at a 1 TB boundary instead
of the default 256 MB boundaries for database server memory, allows larger memory
footprints without performance degradation

» This does not mean we are using 1 TB for each SQL operation

Performance increase, with AIX 7.1 and 7.2 (Power 9 only), up from 10% - 40%

Without this feature, as workload increases, performance degrades; with the feature, as
workload increases, the performance does not degrade

With the feature on, if the number of segments goes above 12 there is no noticeable
loss of performance in the server; If the feature is off, performance degrades here with
more than 12 segments

© 2022 IBM Corporation
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AIX — Large Segment Addressing (2) - Example

$ onstat —g seg

IBM Informix Dynamic Server Version 14.10.FCé —— On-Line — Up 00:21:27 — 411648 Kbytes
2021-04-087 08B:04:27

Segment Summary:

id key size ovhd class blkused blkfree
59769980 528c4801 4947968 499288 R 1204 4
65012859 528c4802 33439744 393384 v 6900 1264
144704654 528c4803 216104960 1 B 52760 0
60818554 528c4804 166461440 1 B 40640 2}
119538826 528c48605 573440 7992 M 136 4
Total: - 421527552 - - 101640 1272

(* segment locked in memory)
No reserve memory is allocated

$ onmode -ky

$ oninit -t | grep AIX_LSA

149 AIX_LSA 2]

$ oninit

Warning: Parameter's user-configured value was adjusted. (SHMBASE)
$ onstat -g seg

IBM Informix Dynamic Server Version 14.10.FCé — On-Line — Up 00:00:32 — 411648 Kbytes
2021-04-07 08:086:28

Segment Summary:

id key size ovhd class blkused blkfree
60818556 528c4801 JPoooeoeee 4947968 499288 R 1204 4
120587402 528c4802 QpPO00BoRee 33439744 393384 ' 6933 1231
61867130 528c4803 GpO00BoRne 216104960 1 B 52760 2]
145753230 528c4804 GPO00BOBBe 166461440 1 B 40640 2]
66061435 528c4805 opooooeeee 573440 7992 M 136 4
Total: - 421527552 - - 101673 1239

(* segment locked in memory)
No reserve memory is allocated

s il

At top, AIX_LSA is off
addr segments align on
a 256 MB boundary

At bottom, AIX LSA is
on and notice the size
difference of the addr
segments aligning on a
1 TB boundary

SHMBASE noticed

36
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AIX — Large Segment Addressing (3) - Example

» Large Message Segment enabled
— Resets the default 256 MB SHMBASE boundary on AlX only to reset to 1 TB.
» Configuration parameter AIX_LSA, settings are:

— Set to 1 normally

* (default on), 12 segments minimum align on 1 TB only
— Or O (off)

« 12 segments align on 256 MB boundaries
- Or2-—

« Combine first virtual and resident segment
* Reduces the number of segments used by 1.

= Will single handle SHMVIRTSIZE > 1 TB

37 © 2022 IBM Corporation
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AIX — Large Segment Addressing (4) — AIX LSA =2

» On AIX 7.2 Power 9, 14.10.FC6, reduce the number of segments by
sharing the first virtual segment with the resident segment, setting
AIX LSA=2 does this, using the same memory key which used to be
possible in Solaris releases at one time, brought back to AIX 7.2, and
below, aligned on 1 TB boundaries, but only using what is needed:

J

$ onmode -ky

$ oninit

Warning: Parameter's
$ onstat -g seg

user-configured value was adjusted. (SHMBASE)

IBM Informix Dynamic
2021-04-07 ©8:08:17

Server Version 14.10.FCé —— On-Line —- Up 00:00:12 —- 1731145712 Kbytes

Segment Summary:

addr size ovhd class blkused blkfree
62915708 528c4801 700010000000008 20774141952 243888856 R 68626 5011186
(shared) 528c4801 7000104d63c40080 1751535927296 20525813928 V 5017575 422603501
3: BCHBD 700030000000000 216104960 1 B 52760 5}
63964282 528c4803 700040000000000 166461440 1 B 40640 e
147850382 528c4804 700050000000000 573440 7992 M 136 A
Total: - - 1772693209088 - - 5171737 427614691

(# segment locked
No reserve memory is

s i

in memory)
allocated

jon
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Notes: AIX — Large Segment Addressing (5) — AIX_LSA

» Setting RESIDENT -1 seems to work for small SHMVIRTSIZEs with

39

$ onstat -g seg

IBM Informix Dynamic Server Version 14.10.FCé —-- On-Line -— Up 00:00:11 — 411648 Kbytes
2021-04-07 08:13:47

Segment Summary:

id
149947634
69207163
124781706
66061434
152044690
Total:

key

528c4801
528c4802
528c4803
528c4804
528c4805

addr

700010000000000
700020000000000
700030000000000
700040000000000
700050000000000

(* segment locked in memory)
No reserve memory is allocated

s il

size
4947968
33439744
216104960
166461440
573440
421527552

ovhd
499288
393384
1

1

7992

class blkused

R#*
V¥
B#*
B*
M

1204
5725
52760
40640
136
100465

blkfree
&

2439

]

0

4

2447

AIX LSA=2 but large sizes (> 1 TB or so) can cause server crashes:

© 2022 IBM Corporation
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TLS Version 1.3 Supported (1)

* Informix server now supports Transport Layer Security (TLS) version
1.3 for network connections:

— TLS underlies SSL connectivity and SSL’s successor
— Industry standard for web browser database access since July 2018
— Provides cryptographic protocols for client/server connections
» The TLS VERSION configuration parameter specifies the TLS version
used by the database server for network connections
— Changes to values take affect after a server reboot

» onconfig.std default value is unset
— One or more TLS versions

— Multiple versions are separated by commas:

1.0 = TLS version 1.0 now deprecated in 14.10.FC8
1.1 = TLS version 1.1 now deprecated in 14.10.FC8
1.2 = TLS version 1.2

« 1.3 =TLS version 1.3

41 © 2022 IBM Corporation
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TLS Version 1.3 Supported (2)

» GSKIit TLS 1.3 does not support FIPS mode yet:

— If the server offers both TLS 1.2 and TLS 1.3, then the preference for FIPS will
cause connection via TLS 1.2

= Note:

— Limiting a server to TLS 1.3 will require disabling FIPS mode by the client.
JDBC support for TLS 1.3 requires Java 11

42 © 2022 IBM Corporation
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Audit to Syslog (ASL) with Informix
PCIDSS Compliance for the Payment
Card Industry
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Why Audit to Syslog Servers with Informix

» Syslog servers are in line with PCI DSS (Payment Card Industry Data
Security Standard) rules and compliance for the Credit Card and

Banking industries
» Syslog servers are on the same internal network as the reporting

devices (for PCI DSS compliance)

» PCI DSS compliance reports check whether the syslog servers to
which the devices log data are on the same internal network as the
devices or whether they are outside a firewall on an external network

= Network Connections to and from can be encrypted

» Feature is the result of credit card industry requests for a better
auditing capability than standard Informix auditing
© 2022 IBM Corporation
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PCI DSS - Informix supports the auditing standard for
syslog

* The 12 requirements of PCI DSS for syslog are:

45

Install and maintain a firewall configuration to protect cardholder data

Do not use vendor-supplied defaults for system passwords and other security
parameters

Protect stored cardholder data

Encrypt transmission of cardholder data across open, public networks

Use and regularly update anti-virus software or programs

Develop and maintain secure systems and applications

Need to know restricted access to cardholder data

Unique ID to each person with computer access

Restrict physical access to cardholder data

Track and monitor all access to network resources and cardholder data
 Auditing and to syslog at that

Regularly test security systems and processes

Maintain a policy that addresses information security for all personnel

© 2022 IBM Corporation
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What This Feature is Not

= A method of directing Informix Classic Auditing output to an off-
server/instance Informix database

— It does allow the syslog server to be off-site or internal and it will write to that.

— There are new features added here to onaudit and onshowaudit, but they
are syslog oriented in nature.

46 © 2022 IBM Corporation
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Distributed Transactions and PAM
Authentication Enhancement
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Distributed Transactions and PAM Authentication (1)
* Informix now provides an additional method to support distributed
connection with PAM authentication:
— On Linux/Unix platforms through OS rhosts PAM module, user can define PAM
configuration file.

* When Informix initiates a distributed connection after the session is
established, it cannot respond to authentication challenges because

the timing is unpredictable:
— A password required to connect to the local server might not be the same as a
password required to connect to the remote server
— Consequently, authentication for distributed connections must be completed by
the remote server on the basis of trust
— The remote server must trust the local server and the remote administrators must
explicitly permit the user to connect from the local server to the remote server

© 2022 IBM Corporation
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Distributed Transactions and PAM Authentication (2)

= Two options to support distributed connection via PAM authentication:

* METHOD 1

" sysuser:sysauth
— The sysuser:sysauth table records trusted remote servers and the host on
which those servers run and controls incoming connections from other servers

— If PAM or an LDAP Authentication Support Module is enabled on the remote
servers, the system admin can enter authorized users in sysuser:sysauth table

for each remote server:

username CHAR(32),
groupname CHAR(32),
servers VARCHAR(128),

hosts VARCHAR(128) )

49 © 2022 IBM Corporation
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Distributed Transactions and PAM Authentication (3)

» Table can contain multiple rows for a single user to permit connections

from different servers and hosts:
— A unigue index exists on username, servers, and hosts, none of which allow nulls

— The groupname column must be empty; any value in the column is ignored

* For example, to permit the server to accept distributed transactions
from a user known as userl from database server serverl running on

host hostl.example.com:

Insert into sysauth values ("userl"”, NULL, "serverl”,
"hostl.example.com");

» For forward compatibility, ensure that each table row identifies one
user name, one IBM Informix server name, and one host name:

— Don’t use comma-separated/space-separated lists of server or host names in one
entry.

50 © 2022 IBM Corporation
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Distributed Transactions and PAM Authentication (4)

= METHOD 2:

* On Linux/Unix platforms through the OS rhosts PAM module, for
example, define your PAM configuration file as

auth sufficient pam_rhosts.so
auth required pam_unix.so
account required pam_unix.so

51 © 2022 IBM Corporation



IBM Data & Al

New HA Cluster Parameter
SEC NONBLOCKING_ CKPT
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SEC_NONBLOCKING_CKPT

* New configuration parameter SEC NONBLOCKING CKPT enables
non-blocking checkpoints on the HDR and RS secondary server

» Values are:
— 1 - Enable non-blocking checkpoint at HDR and RS secondary server

— 0 — (Default) Disable non-blocking checkpoints

» Takes effect
— Edit your onconfig file and restart the database server or via onmode —wm/wf.

= Usage:
— SEC_NONBLOCKING CKPT controls the checkpoint behavior at HDR and RS
secondary server
* Non-Blocking checkpoints are 500% faster than blocking checkpoints and desirable for

all server types

» When SEC NONBLOCKING CKPT enabled, HDR secondary applies
blocking or non-blocking checkpoint exactly like the Primary server:

— Benchmarked 500% performance improvement on non-blocking checkpoints
— Ensure that the physical log size is equal to at least 110% of the buffer pool size
© 2022 IBM Corporation
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TEMPTAB NOLOG enhancement
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TEMPTAB NOLOG Configuration Parameter Enhancement

* TEMPTAB NOLOG can now have a value of 2, previously:
« 0 = Enable logical logging on temporary table operations
« 1 = Disable logical logging on temporary table operations
* Took effect on a server restart or via onmode —wm/wf
— Now, when set to 2, TEMPTAB NOLOG enables logical logging on temporary
table operations for primary server and disables logical logging on temporary
table operations for secondary servers(HDR, RSS and SDS)
« On primary/standard server, same behavior as setto 0O
* On secondary servers, same behavior as set to 1

* When a server type changes, logging for temporary tables will be enabled/disabled
depending on the current server role
« It will be effective for temporary tables created afterwards

= Can improve application program performance as it prevents Informix
from transferring temporary tables over the network

— If enabled, since temp tables log no data, rolling back a transaction on a
temporary table will no longer undo the work in the temporary table

55 © 2022 IBM Corporation
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cdr check catalog (1)

* The new cdr check catalog command compares the metadata info
related to servers, replicates and replicate sets on replication servers

for any inconsistencies:

>>-cdr check catalog--+------------------------ L >
| D |
'-| Connect Option [-----'
>--+- --master=data_server-----+---------mm-mmommmmm oo >
Vv |
>--+---target_Server-+-+------oomommooo o >
- --all--------- '
N S S SRS >

© 2022 IBM Corporation
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cdr check catalog (2)
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» target_server is the name of a database server group to check:
— Must be the name of an existing database server group in the sglhosts file
— Its syntax is that of a long identifier

» Options to cdr check catalog are as follows:

--all -a Specifies that master server metadata info is compared
to metadata info on all servers in ER domain

--master=  -m Specifies the database server to use as the reference
copy of the data

--verbose  -v Specifies that the consistency report shows all

comparisons between master and target servers

» For leaf servers specified with --connect or --master options, parent
servers are used instead:

— Run this from within an SQL statement by using the SQL Admin API

58 © 2022 IBM Corporation
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cdr check catalog - examples

» Following command generates a consistency report comparing the
master server g_servl metadata with the server g _serv2 metadata:

cdr check catalog --master=g_servl g serv2

* The summary consistency report shows the metadata is consistent:
Verifying server definitions...
Server definitions...OK
Verifying replicate definitions...
Replicate definitions...OK
Verifying replicate participant definitions...
Replicate participant definitions...OK
Verifying replicate participants...
Replicate participants...OK
Verifying replicate set definitions...
Replicate set definitions...OK
Verifying replicate set participants...
Replicate set participants...OK

&, This report indicates that the metadata is consistent on thesg,sgfvers.
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Improvements to Enterprise Replication (ER)(1)

*» Behinds the scenes 14.10.FC6 and beyond ER has undergone some
performance improvements and there is not a lot for you to configure,

most of the changes are under the covers

*» The net result is that ER is very much faster at replicating and syncing

data from one node of an ER Cluster to another:
— From 5 to 18 times faster for 2 same/same OLTP servers, source and target, 9

hours before feature to 30 minutes after feature:

— The data and tests at a high level:

« Data Loads to source server, 80 million rows
» 2 hours for before feature to propagate 80 million rows to target

* 8 minutes after new feature was implemented
* 10 million rows before feature was 15 minutes after feature to 1 minutes

15X improvement
* 9 hours to do previously is 30 minutes with the new feature

— Once data loaded on target benchmark started
» Tables then truncated on target

* ER sync then started to target © 2022 IBM Corporation
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Improvements to Enterprise Replication (ER) (2)

» Before the feature, when ER starts spooling, transfer falls to 500 per
second from 2000 per second,;

— After feature we reach 10,000 per second and stay there
* Previously this took 9 hours total; now it is only 30 minutes new or 18X faster

* For ER SYNC and ER RESYNC:
— 2 — 4x improvement

= New improvements apply starting 14.10.FC6 servers only; to migrate:
— Empty queues before migration (onstat —g rgm)
— Make sure log replay is current (onstat —g ddr)
— Yes, an outage is required. (cdr stop) and onmode —ky.
— Normal procedures hereafter
— Upon restart of ER, cdr cleanstart to restart and clean up behind the scenes.

» SMX is now default protocol in use for communication

— The NIF mechanism has been replaced

* It could get blocked on the network call and could not use more than one Q%E‘é".%'&%ﬂ%%h
SMX does not have these limits
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Some of the Optimizations Made to Achieve the Results

Parallel apply, PT update and ACK Queuing

Network interface:
— SMX and SMX inline send

NIF send thread optimizations
— Minimal latching during queue traversal
— Optimizations related to spool only transactions
— Doesn’t block on network

RQM Spooling

Reduced latch overhead in grouper

Queue traversal optimizations while deleting replicate participant
Multi-get ring buffer

Multiple memory pools

= Most of this is under the covers .........

63 © 2022 IBM Corporation
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ER Configuration Changes — From Most To Least Impact

Parameter NEY Old Defaults Comments on New
Recommendation

CDR_QUEUEMEM

256 MBto 1 GB 4096 KB

Performance does not get better > 1 GB

CDR_EVALTHREADS 0,7 1,2 0 maps to the number of cpuvps
#7 is the number of evaluation threads
> 20 things don’t get better on
machines with lots of CPU (> 64 )

CDR_QHDR_DBSPACE No Value No Value Larger dbspace size. if a transaction
size is less than 64 KB stored as part of
transaction header table; if <26 KB
then we store in the smartblob

SMX_NUMPIPES 2 or higher - Benchmarked 7-9 without issue

SMX_PING_INTERVAL 30 - (10 secs normally)  Based on internal benchmark test

SMX_PING_RETRY 6 -

Network Compression Use CDR_NIFCOMPRESS Replaces NIF, no blocking on network

Network Encryption

SMX_COMPRESS

‘onsocssl’ or ENCRYPT_CDR
ENCRYPT_SMX

= All numbers based on internal benchmark testing performed by the Informix Lab

64
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Changes to syscdr database (1)

#define RQM_TXN_SPOOL_DEF "(\

65

ctkeyserverid
ctkeyid
ctkeypos
ctkeysequence
ctstamp
ctcommittime
ctuserid
ctfromid
ctbytesintxn
ctbufdata
ctbufdata_inline

integer, \
integer, \
integer, \
integer, \
bigint, \

integer, \
integer, \
integer, \
bigint, \

blob, \

lvarchar(30000) \ ## user data in line storage

© 2022 IBM Corporation
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Changes to syscdr Database (2)

create table informix.cdrtxnapply

(

servid integer,
logid integer,
logpos integer,
seq Integer

) lock mode row;
— New table and feature, used on the target server

— Used to allow parallel transaction commits

* Including transactions belonging to the same table
» As long as there are no key collisions

» One row in the progress table for a given replicate and source id
— Updates are serialized based on transaction commit order

66 © 2022 IBM Corporation
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Changes to syscdr Database (3)

» Progress table overview
— Transaction key is inserted as soon as we work on the transaction

— Commits do not update the progress table immediately
— When ready to send an ACK, we still serialize the ACK'’s based on the source
commit order

— When ready to send an ACK, the progress table is updated

« If server is killed and restarted, if a transaction has been duplicated, and not seen in the
progress table, we skip the transaction it already applied upon progress table lookup

« syscdr:cdrtxnapply handles saving of the transaction keys already applied so that if ER
disconnects and reconnects, the table is used along with the receive queue progress
table information to check application status of a given ER transaction

» Communication mechanism change between log snooper and grouper
thread to the group relation threads
— Sitill use ring buffers with RSAM buf queue

— Multi get API created earlier on cluster log replay performance improvement is
used to allow us to use multiple buffers in parallel

67 * LeSS IOCkIng © 2022 IBM Corporation
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Changes to syscdr Database (4)

» Locking improvements in the grouper threads
* Queuing

— If too many spooler transactions were queued, network send threads would
block and now no longer blocks on queue mutex at the network layer.
» Dependency removed

— Several other changes removed locking requirements

* Memory transactions removed latching which removed blocking on
NIF send threads

» Recently tested at client site with 4 12.10 servers receiving from a
single 14.10 server as an upgrade from 12 and was 70% faster.

68 © 2022 IBM Corporation
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onstat —g lag Enhancement
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onstat —g lag

IBM Informix Dynamic Server Version 14.10.FC6AEE -- Read-Only (RSS) -- Up 20:41:04 -- 116724 Kbytes

2021-05-20 18:24:22
Log Apply Info:

Thread Queue Total Avg
Size Queued Depth Current/Last LSN Partval Txp  (Txid)
wreplay_1 1 938310 19.66  14087,0x482ec 100540 0x450a8c28 (29)
wreplay_2 0 782865 12.91  14087,0x48184
wreplay_3 3 937766 19.86  14087,0x45598 100542 0x450a8c28 (29)
wreplay 4 2 529755 14.43  14087,0x483bc 100543 0x450a8c28 (29)
wreplay_5 6 389432 10.93  14087,0x46500 10054e 0x450a8c28 (29)
wreplay_6 0 789238 10.90 14087,0x4318c
wreplay 7 0 1317820 20.26  14087,0x440b0 onstat -g lag -r .3
wreplay_8 0 991836 12.29  14086,0xb3d8 command output from a
wreplay 9 0 851854 19.60 14086,0xb52c remote standalone
wreplay_10 1 913434 9.42  14087,0x4849c 1d 0x450a8c28 (29)
mreplay 689544 14087,0x4849c Secondary Server
Total: 13 9131854 150.26 Avg: 15.03
When used in repeat
Secondary Apply Queue: Total Buffers:12 Size:1024K Free Buffers:11 mode, using -r
Log Recovery Queue: Total Buffers:12 Size:16K Free Buffers:10 .
Log Page Queue: Total Buffers:512 Size:2K Free Buffers:512 [<se_conds>][.<fract|on>
Log Record Queue: Total Buffers:50 Size: 16K Free Buffers:42 ] Opthﬂ, an M Iog
record apply rate is
Transaction Latency: 1 seconds
70Apply rate: 30213.33 recs/sec - 9064 new recs in 300ms calculated a%qoémagwrgoration
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onstat —g lag Command Enhancements

= Syntax
>>-onstat-- -g laq -----------------mmmm oo ><

» Use onstat —qg lag :
— During logical log recovery only, otherwise only an onstat header is printed

— If the primary server performance is slowed because logical logs are not replaying
quickly enough on the secondary server

— Monitor the progress made during logical restore

— Monitor performance of log apply queues, on a secondary server or during any
other form of log recovery

— Show info about log recovery apply queues which includes logical log recovery on
secondary servers and logical restore or logical recovery part of fast recovery

» Log records from logical logs are assigned to replay worker threads
according to the tablespace ID (partnum) associated with them; a
subset of log records will be applied by the replay master thread

71 © 2022 IBM Corporation
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onstat —g lag Command Enhancements

» For instance, in a HA cluster, the primary server sends log records to
one or more secondary servers over the network:

— Each secondary server continuously replays the transaction logs from the primary
server to ensure that data is replicated on the secondary server

— Each tblspace on the primary server is assigned a queue on the secondary server
in which to receive log records

— Replay thread applies the log records stored in the queue to the secondary server
— The log records are applied in the order in which they were received

= Qutput of the command

— The Avg Depth (average depth) column indicates the average number of log
records in the queue(Queue Size) incurred whenever putting a new log record on
a queue

— The Current/Last LSN column specifies the log record a replay thread currently
IS active on, or the last one it was replaying, with the Partval column typically
specifying the tablespace ID this log record refers to

, — Transaction pointer (Txp) and ID (Txid) shown for a replay thread indicate a log

7 . . 2 IBM Corporati
record currently being applied
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onstat —g lag Command Enhancements

* On a secondary server, the transaction latency is measured in full
seconds, with each end-of-transaction(COMMIT, ROLLBACK) log
record as the difference between local apply time and primary
server's EoT time shown
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Admin() Enhancement for Read Only
Secondary
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Admin() Enhancement for Read Only Secondary

* When connected to a secondary node, the admin() function is now
disabled and will always return a value of -1

* |n addition, the task() function now will return an error for
commands that involve modifying disk structures, since these
administrative actions are meant to be executed only on primary or
standalone nodes
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New sysmaster.syssessiontempspaceusage view

{ Temp Space Usage Per Session }
create view informix.syssessiontempspaceusage (sid, flags, partition, table,

allocated pages) as
select i.sid, hex(i.flags) as flags, hex(i.parthum) as partition,

trim(n.dbsname) || ":' || trim(n.owner) || "' ||
trim(n.tabname) AS table, i.nptotal AS allocated pages

from informix.systabnames as n
join informix.sysptnhdr as i on i.partnum = n.partnum

where bitval(i.flags, '0x0020') = 1 and i.partnum > 0;

» This query has been usable since 12.10.FC8 and 14.10.FC1.:

— It's now formalized as a sysmaster view

© 2022 IBM Corporation
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Example

L
select * from svssessiontempspaceusage

sid 174

flags 0x00000861

partition 0x00100263

table stores demo:jmcmahon:mytemptab

allocated pages B

Pt e A R R it B

1l row(s) retriewved.

78 © 2022 IBM Corporation
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Temp Space Enhancements for
Different Page Sizes

N\
] A e o : :.o
] \ E i

© 2022 IBM Corporation



IBM Data & Al

Different Temp Spaces With Different Page Sizes (1)

IBM Informix Dynamic Server Version 14.10.FCé — On-Line —— Up ©2:87:40 —— 1228392 Kbytes
2021-04-87 08:32:48
Dbspaces
address number  flags fchunk  nchunks pgsize  flags owner name
44891028 1 ex20801 1 1 2048 N BA informix rootdbs
8bab1158 2 8x28881 2 1 2048 N BA informix dbspace?2
8ba527de 3 ex2eee1 3 1 2048 N BA informix dbspace3
8b2d9d38 4 @x20801 [ 1 2048 N BA informix dbspace&
8b26ccf@ 5 ex28801 5 1 2048 N SBA informix jcsbspace
8b995db8 -] Bx20881 & 1 2048 N TBA informix tempdbsl
8b9946T0 7 @x2001 7 1 8192 N TBA informix tempdbs2
8ba4fdb8 8 ox2e01 8 1 16384 N TBA informix tempdbs3 <
Bc265ach 9 8x28801 9 1 2048 N SBA informix sbspace
9 active, 2847 maximum
Chunks
address chunk/dbs offset size free bpages flags pathname
44891268 1 1 %] 419504 325263 I PO-B—- /workl/JC/rootchunk
8ba51398 2 2 %] 843186 253274 PO-BE- /workl/JC/DBSPACES/jc_ldev88_dbspace2_p_1
8ba52a18@ 3 3 %] 843186 253274 PO-BE- /workl/JC/DBSPACES/jc_ldev88_dbspace3_p_1
8ba3c@28 4 4 2] 524288 524231 PO-BE- /workl/JC/DBSPACES/jc_ldev88_dbspaces_p_1
8be750828 5 5 2 51200 47678 47678 POSB-- /workl/JC/DBSPACES/jc_ldev88_jcsbspace_p_1
Metadata 3469 2581 3469
8bc3dezs & [ %] ceeee L9947 PO-BE- /workl/JC/DBSPACES/jc_ldev88_tempdbsl_p_1
8bed8e28 7 7 %] 12588 12447 PO-BE- /workl/JC/DBSPACES/jc_ldev88_tempdbs2_p_1
8bal20828 8 8 %] 6250 6197 PO-BE- /workl/JC/DBSPACES/jc_ldev88_tempdbs3_p_1
8be38028 9 9 2 5000 L4,T4 4587 POSB—- /workl/JC/DBSPACES/jc_ldevB8_sbspace_p_1
Metadata 368 268 3460
9 active, 32766 m
SHEL The veloes & $ onstat —-g cfg dbspacetemp
displayed 1in . . . .
IBM Informix Dynamic Server Version 14.18.FCé6 — On-Line — Up 82:88:11 — 1228392 Kbytes
2021-04-07 08:33:19
Expanded chunk capj
Y | name current value
— DBSPACETEMP tdmpdbs1, tempdbs2, tempdbs3

80 3 |
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Different Temp Spaces With Different Page Sizes (2)

* Prior to FC6, all temporary dbspace sizes had to be the same page
size; anything different and the server would not accept this

* To overcome possible processing issues, customers have
previously configured very large temp spaces such as 16 K in size,
the maximum possible

* During warm restores, we need temporary dbspaces to store logical
log files; previously a warm restore would fail with all temp dbspace
page sizes > default page size:

— Logical log pages used in warm restores could not be stored in any dbspace
other than a base page size (either 2 K or 4 K, depending on the platform).

* This feature will now allow warm restores in installations using
mixed dbspace page sizes, and other uses as well

81 © 2022 IBM Corporation
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Improving dbinfo('dbspace’, partnum)
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Problem and Solution

select first 1 dbinfo('dbspace’,partnum) from sysmaster:.systabnames;
727: Invalid or NULL TBLspace number given to dbinfo(dbspace).

= Add environment variable
DBINFO DBSPACE_RETURN NULL FOR_INVALID PARTNUM

— To preserve existing behavior the default is O

— When set to a non-zero value
« dbinfo() will return NULL for an invalid partnum
* No error —727 is raised except when partnum is NULL then the error —727 is still raised

— Not using where clause partnum breaks many scripts using
sysmaster:systabnames

— From changes of (12.10.xC14) / (14.10.xC2)

= Can be set as

— Environment variable for the instance

— Environment variable for the client like dbaccess
® _ Session environment variable

© 2022 IBM Corporation
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QUERY TIMEOUT
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QUERY TIMEOUT Environment Setting (1)

» As a developer, it would be nice if you could go and terminate a poorly
running query yourself without needing special access, by putting a
time limit on the query in advance and watch the query session Kill
itself when that time limit threshold has been attained

= Currently, to terminate such a query, onmode -z is employed and most
are not privileged to use onmode, so the dba must kill the query

— And find the person, which might take a while .....

» Set QUERY TIMEOUT as a dynamic session level environment variable
up to a maximum number in seconds of 16000:
— SET ENVIRONMENT QUERY_TIMEOUT ‘20’;

« S0 above, we wait 20 seconds before killing a query
« Default is O, which is not set, queries run as always with no timeout

— 16000 seconds = 267 minutes = 4 hours 27 minutes:

85 - Think about how long you want to wait here ........ © 2022 IBM Corporation
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Bad Programming Day at ACME Computing

$ onstat -g sql
IBM Informix Dynamic Server Version 14.10.FC6 — On-Line — Up 01:57:13 — 1220392 Kbytes
2021-04-07 ©8:22:20
Correlated subquery at
Sess SQL Current Iso Lock SQL ISAM F.E. H
Id Stmt type Database Lvl Mode ERR ERR Vers Explain bOttom’ de“berate
47 sysadmin DR Wait 5 0 0 - off
46 SELECT je NL Not Wait (%] ) 9.24 Off
32 sysadmin DR Wait 5 0 2} - off T _ti
31 sysadmin DR Wait 5 0 0 - off NO'[ICG the real tlme
B 4 . .
%onetat~gieal 46 on queries only is
IBM Informix Dynamic Server Version 14.10.FCé6 —— On-Line —— Up ©01:57:17 —- 1220392 Kbytes 1
2021-04-07 08:22:25 runnlng bUt the
Sess SQL Current Iso Lock SQL ISAM F.E. 1 1
Id Stmt type Database Lvl Mode ERR ERR Vers Explain Varlable IS nOt Set
46 SELECT je NL Not Wait e (%) 9.24 Off
Current statement name : unlcur SO thlS query W|” run
Current SQL statement (2) : I
select * from systables, sysindexes, syscolumns for a Whlle and may
QUERY_TIMEOUT setting: 9 (No Timeout) nOt return data !n a
Clock time elapsed : 00:00:14 I Umely manner |f at a”
) .
Last parsed SQL statement :
select * from systables, sysindexes, syscolumns
$

86 © 2022 IBM Corporation
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Better Programming Day at ACME Computing

Sess SQL Current
Id Stmt type Database
48 SELECT jc

Current statement name : unlcur

Current SQL statement (3) :
select * from systables, sysindexes,

QUERY_TIMEOUT setting: 00:00:20
Clock time elapsed : 00:00:14

Last parsed SQL statement :
select * from systables, sysindexes,

$ onstat -g sql 48

IBM Informix Dynamic Server Version 14.
2021-04-07 08:23:41

Sess SQL Current
Id Stmt type Database
48 SELECT jc

Current statement name : unlcur

Current SQL statement (3) :

Iso Lock SQL ISAM F.E.
Lvl Mode ERR ERR Vers Explain
NL Not Wait @ 0 9.24 Off

syscolumns

syscolumns

10.FC6 — On-Line —— Up 01:58:34 —— 1220392 K

Iso Lock SQL ISAM F.E.
Lvl Mode ERR ERR Vers Explain
NL Not Wait (%] %] 9.24 Off

select * from systables, sysindexes, syscolumns
QUERY_TIMEOUJ setting: 00:00:20
Clock time elapsed : 90:00:16
Last parsed SQL statement :
select * from systables, sysindexes, syscolumns
s
87

The same query runs
with QUERY TIMEOUT
set to 20 seconds.

The clock is running and the
guery running time is
approaching the threshold

of 20 seconds. After that it
should terminate without any
more intervention.

© 2022 IBM Corporation
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QUERY TIMEOUT - Uses

» Keeps poorly written queries from running for a long time

= Another use could be to run an entire stream of queries in test mode
preproduction, one at a time, with query timeout thresholds set at a
required maximum threshold and then separately at a minimum to
see in advance what will be an issue and take corrective measures
up front, this might enable tune, test, and repeat far more quickly for
singleton unit tests:

— Time displayed here could be off a bit by as much of a second due to how this
Is done behind the scenes
« Combine with SET EXPLAIN ON AVOID_EXECUTE

* Interesting feature:

— Does not apply to DDL, standalone insert, updates or deletes; will work with
selects, select into, insert into .... select * from ..... ., external table selects

88 © 2022 IBM Corporation
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oncheck —pT —On A Round Robin Created Table — Time

Recorded When Data Last Changed Here

90

Extents
Logical Page
%]

Table fragment partition dbspace3 in DBspace dbspacd

Physical Address
Creation date
TBLspace Flags

Maximum row size

Number of special columns
Number of keys

Number of extents

Current serial value
Current SERIALS wvalue
Current BIGSERIAL value
Current REFID wvalue
Pagesize (k)

First extent size

Next extent size

Number of pages allocated
Number of pages used
Number of data pages
Number of rows

Partition partnum
Partition lockid

Last DML time

Extents

Logical Page
2]

Physical Page

2:589824

3:6

Size Physical Pages

8

04/07/2021 ©8:29:58

881

=

RPrRODOMNMEPRERRPRRERRERDDN

3
3145731
2097221

Wed Apr 7 88:29:58 2021

Physical Page

3:589824

Page Locking

TBLspace use &4 bit bit-—

Size Physical Pages

8

8

8

Last time data
was modified in
the partition is
Recorded.

Time on

a newly created
DDL object is blank.

© 2022 IBM Corporation
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Last Time Object Used/Modified

» Feature is hugely useful to determine which objects have been used
recently and which have not:
— Such as a table with 22 indexes on it
— Am | really using all of those indexes?

— Which ones can | drop over time ?

— And save all of the I/O, disk space and transaction overhead and completion
time for each and every one of my transactions inserting/updating/deleting
both the table and all of its associated indexes.

— So after studying for a year, you find that you haven’t used 7 of those indexes
in any of the quarters of your processing year ....... you would save 7 times+
each of the transactions involving that table in 1/U/D operations because you
would not have to create the index nodes any longer, plus all of the disk and
maybe memory space of those indexes:

* That is a lot of cpu cycles and disk space and memory space saved.

« ALOT

91 © 2022 IBM Corporation



I |
]
s
,
<"
y-

IBM Data & Al

Scott Pickett — WW Informix Expert Labs
May 12, 2021

Enhancements to ifx row Id
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Enhancements to ifx row id (1)

93

1fx_row_id
dbaccess jc -

Database selected.

> select count(x) from jcraw;

(count (%))
100000000
1 row(s) retrieved.

> select count(x) from jctab;

(count (%))
7
1 row(s) retrieved.

b select ifx_row_id from jctab

ifx_row_id

2097221 : 257
0097221:258
097221 : 259
0097221:260
3145731:257
3145731:258
3145731:259

7 row(s) retrieved.

Lk |

" ifx_row_id has been around forever as a semi-
hidden pseudo column for each and every table
In an Informix database:

— The data type of the column is varchar
— The column format is: fragment_id:rowid
— It is possible to select on these values as well:

> select ifx_row id from jctab;

A Ao, In the past selecting on the
2097221:257 column values directly would
ot result in a sequential scan.
2097221:260 Works well for equalities .......
o others ..... not so much

3145731:259
7 row(s) retrieved.

> select * from jctab where ifx_row_id = "2897221:268";

coll col2
7 Hello 7

1 row(s) retrieved.

ER
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Enhancements to Round Robin
Fragment Usage
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Changes to Round Robin Storage With AUTOLOCATE Set

* For Round-Robin data fragmentation schemes, normally when a new
fragment is created for data in a multi-fragment table configuration, if
space is available in the original two fragments, for example, we will
continue to add space to the original two fragments and the new one,
evenly adding new data across all of the fragments:

— Result is the third fragment total storage will not ever catch up storage wise to the
other fragments.

" |n 14.10.FC6, if AUTOLOCATE is set, this behavior will change and
allow that third fragment to catch up storage wise:

— New “empty” fragment fills until the time as it has the same storage as the others
— Potential for unbalanced I/O if the single fragment usage rate is high enough

— WIll hit the fragments with the least number of rows/pages:
* None of the rows will go into the other fragments

— AUTOLOCATE prevents out of space errors by allocating new space on the fly
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LEGACY RR Configuration Parameter - Dynamic

$ onstat -g cfg LEGACY_RR

IBM Informix Dynamic Server Version 14.1@.FC6 — On-Line — Up @8:12:21 — 1179432 Kbytes
2021-84-087 08:50:27

name current value
LEGACY_RR 8

$ onstat —-g cfg full LEGACY_RR

IBM Informix Dynamic Server Version 14.18.FCé6 — On-Line — Up @8:12:24 —— 1179432 Kbytes
2021-04-87 @8:50:29

Configuration Parameter Info

id name type maxlen units rsvd tunable T
257 LEGACY_RR BOOL 2 * Preserveg original
I round-robin storage
defaullt : @ ] ]
onconfig: allocation with
H "
e AUTOLOCATE set
This parameter is undocumented. and d|Sab|eS jUSt that
Description: . . | AUTOLOCATE data fill
Enable LEGACY_RR to revert to the original round-robining algorithm,
which does not take into account the number of rows in a fragment. to the empty fragment

This legacy algorithm is not recommended when AUTOLOCATE is enabled. .
behavior
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Insertions in Round Robin — Notes

* We don’t check for the least number of rows in a fragment every time

for reasons of efficiency; we do it after every 100 insertions:
— So the total number of rows in each fragment can be off by a 100 or so very often

* Once the storage between all of the fragments becomes balanced
again (within 100 rows of each other), the legacy round robin insertion

mechanism for balanced I/O takes over.

» Until the storage catches up, I/O will be heavily skewed toward the
third fragment and the catch up time is dependent on the rate of

insertions over time.

© 2022 IBM Corporation
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repl2spl Now Includes userid and session id

» For the ASYNC trigger to replicate to the SPL either using --splname
or --jsonsplname while defining a replicate, the server will also send
the user id and session id along with the other data as it used to
send before; previously, the user id and session id were not sent.

= Oversight .......

© 2022 IBM Corporation
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CSDK Install Lists ".NET Core Provider" as a Component

Installed.
* The Informix .NET Core Provider is a .NET assembly that lets .NET
applications access and manipulate data in Informix databases:
— It does this by implementing several interfaces in .NET Core SDK/Runtime

v3.1 which is shipped for Windows x64 and Linux x86_64 platforms.

= Names of all the Interfaces/Methods in Informix .NET Core Provider
are same as Informix .NET Framework v4.x Provider.

» Informix .NET Core adds a little more functionality in addition to

Informix .NET Framework v4.x Provider:
— The embedded link above has more details

© 2022 IBM Corporation
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ODBC DSN Advance Option UPDATE DESCRIBE or
UPDDESC

* This new DSN option UPDATE DESCRIBE or UPDDESC and
Connection Property SOL INFX ATTR_UPDATE DESCRIBE is
required particularly for BLOB/CLOB data types, because these data
types need special handling in the ODBC Driver for setting up
BLOB/CLOB context in the driver and require details of these data
types description from the server.

» By enabling this option Server will send the description of these data
types which will be used by ODBC Driver.

= More information on this can be found here

103 © 2022 IBM Corporation


https://www.ibm.com/docs/en/informix-servers/14.10?topic=windows-configuring-new-user-dsn-system-dsn

,
&
)

IBM Data & Al

Scott Pickett
WW IBM Informix Expert Labs

Informix 14.10.xC5 New Features

Eia i u
e . 5

© 2022 IBM Corporation



(o

K]
i
@

]

-
Tl
@

IBM Data & Al
Agenda

= Shard Join enhancements
= InformixHO enhancements

© 2022 IBM Corporation
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Shard Join Enhancements et al.

» Enhanced to support fallback on local joins when multiple sharded-
tables have incompatible shard expressions:

— Shard join fallback is enabled using the following command:

— SET ENVIRONMENT SHARDJOIN_FALLBACK ON.

« The SHARDJOIN FALLBACK session environment option creates a local temporary
table during data migration to pull the data from the shard participants.

= Support IN clause in Shard expression definition
— Data moves from old shard definition to the new shard definition as applicable.
— Data not matching the expression does not move.

cdr define shardCollection collection_2 db_2:john.clients
--type=delete --key=state --strategy=expression —versionCol=version
g_shard_server _1"IN (‘WA','/OR")"
g_shard_server_2 "IN ('CA','NV")"
g_shard _server_3 remainder
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Miscellaneous Changes

» SHMTOTAL and EXTSHMADD are dynamically tunable
— SHMTOTAL will not adjust downwards if the memory is in use and the

proposed level drops below that which is in use

» RENAME TABLE statement will now accept IF EXISTS clause

© 2022 IBM Corporation

107



IBM Data & Al IEE ¢

InformixHQ enhancements

* Informix HQ Ul framework is upgraded to Angular 8

* HQ is enhanced to support stronger hash algorithm for passwords by
adding a new config property user.password.algorithm:

— Sets the algorithm for InformixHQ login password

— The encryption algorithms supported by InformixHQ are:
« SHA-1, SHA-256, SHA-384, SHA-512
« Default value is SHA-256

= You can now save dashboard preferences in Custom Dashboard Page

* The HQ start/stop server script now supports AlX
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Agenda

* Informix HQ Enhancements
= Wire Listener, JDBC, J/Foundation, CDC Java API
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InformixHQ Enhancements
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Features (1)

= Connection Manager
— View a list of all Connection Managers and Related Info
— Add, Modify, Drop SLAs
— Modify a FOC
— One New Sensor for CM
» Custom Dashboards
— Export, Import Custom Dashboards
— Graph for Custom Query
— New Panels for Visualization
« Bar Chart
* Pie Chart
» Tabular
» Schema Manager

= Custom System Reports

© 2022 IBM Corporation
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Features (2)

— Stored Procedures, Sequences, User Defined Types, DataBlades

— Added to Tables Info:
* Indexes, References, Constraints, Triggers
* List of Fragments
« Auto Update Statistics Actions Info

— Create, Enable, Disable and Drop Index with advanced options
— Create and Drop Database, Create and Drop Demo Database
— Define Your Own SQL Based Report

— Any sysmaster SQL Query Can be a Report

— Easy Ul to Define a Report, Including a Data Preview

— License Report

— Save Graph Preferences
» User Preferences setting in “My Setting”
« Save the time slice for all graphs at one place
— Enhance Ul for Server and Agent Setup
— Start and Stop Scripts for InformixHQ Server & Agent Along With JVM Options
— Script for both Windows and Linux platform
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Connection Manager

nection Manager

Connection Manager

Connection Unit Name Trpe Failaver Canfiguration Servers

myRepiser REPLSET  NA

erver_SChust CLUSTER  ORDER=SDSHDRRSS PRIORITY=0

> Replication > C

> em_senei] > senver SClster

1, server_2.server_3, server_d, server_1, server S, server_6, server_7, server 8, server_5, server_ |

Failover Configuration
Connection Manager Falkover Timeout 2 4 FoCinformation
Dash ORDER:ENABLED
e FOC Order
PRIGRITY=0
» (i here tochange HA_FOC_ORDER
Service Level Agreement (SLA)
SLAName © Servrs © Poiicy Workers Use Alses Port Node
slaaza Primaryserver_1 WORKLOAD § OoN 61625 proxy.
sh2 WORKLOAD 4 ] 61630 ediect

Comnection Manager

Create SLA

Servics Level Agraement (SLA)
LA Nams

sl
Service

61685

Workers (Each worker ean have

a connections)

Use Alases  off el O

stapotey (@ WoRKLOAD () ROUNDRC

1 14 Cannection Manager

1 s server_SChuster

Define the SLA that the Connection Manager uses io detesrine which servers the client applications canneet to.

Connection Mode @) Fecirect ) Prony

[ se sy serve
Available Sarvers
Frimary
sos
RSS
server 8

server

List of all Connection
Managers

View, Drop,
Modify SLA, View
Modify FOC

Create SLA

Serversin SLA

Groupt s m
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Informix HQ New Features

Add Sensors

Create Custom Sensor

K

Informix

win_server_2 v
Setup
Dashboards
Monitoring
Alerting
Permissions
Incidents

Configuration

Logs >
Performance >
Replication >

Schema Manager

Server

Adminietratinn

115

] Name

SLA
Connections ~ managed by Connection Manager.

Root Group > win_server.2 > Dashboards > New dashboard

Description

Monitors the number of connections for each SLA. This sensor should be run on those servers which are being

Edit Panel

New Panel £

0
122231 am 12:23:01am 1223:31am 12:24:01 am 12:24:31am 122501 am

L] ites_ 12K @ 16K @ k e 8K @ _total

Data Source Visualisation Series

I

Select Database mydb v

select * from s_1_chunkwrites

12:25:31am

Connection Manager
New Sensor

. Graph for

Custom
Query
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]
] ]
B RootGroup > win_server2 > nboards > New dashboard
win,_sé 2 v Edit Panel B x
New Panel £

U 5000D00%
Dashboards -
Monitaring P—
Alertir

75400 pm 2400 pm B ap 5400 1 P 105400 1 It 115400 p
Sermissior
® intvl @ caller ® crit_time @ flush_time @ cp_time @ n_dirty buffs @ ckpt_logid @ ckpt_logpos @ physused logused @ n_crit_waits @ tot_crit_wait @ longest_crit_wait @ biock_time
! M Source  Visualisation eries
Informix
ratior w ¢ ~ B
Root Group > win_server_2 > Dashboards > New dashboard
> Left Y Axis Type percent v Min to Max  auls Label | Nolabel
- N . v Edit Panel B x
New Panel £
5 Setup
. Manage! Dashboards
Permissions @ intv @ caller © crittime @ flush_time @ cp_time @ n_dity buffs @ ckotlogid @ ckptlogpos @ physused ® logused @ n_critwaits @ totcritwait @ longest crit wait ® block time
Timestamp: Sat Apr 11 2020 00:20:09 GMT+0530 (India Standard Time)
ncidents L)uwnc:p Visualisation
Configuratior b ¢ ~ =|

Logs > Type | percent

win_serve Dashboar

> Mew dashboard
win_ser 2 v Edit Panel

B x
New Panel £
up
timestamp  intvl  caller crit_time flush_time <p_time n_dirty buffs ckpt_logid ckpt_logpos physused logused n_crit waits tot_crit_wait
Dashboards
Fri Ape
10 2020
19:54:09

GNTL8530  1154% CKPTINTVL %

longest_crit_wait  block_tise

e.e01% e.e08x 6% asx a110008% 18% =

Type  percent v
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Schema Manager
 wlomot0

wiLserver 2 > Schema Manager

Create a Demo Database

Schema Manager The demo database contains @ relational schema and sample data for & fictitious
busintes
Incidents ‘Select Database Databsse
syemaste o e 0 Logged in s nformix
Configuratios Enter database name here
Q. Sewch | Dbsgace
privieges. || 0
N Drop Database
Options
Create Tabie
Replicat > logmitssge Transaction logginyg (unbuffered) Create time series data
Information
Schema Manager . abase Horn . m
bl status .
? inforrix
N 0200317
T - " a a aS e a S
. oot
SQL Tracing
Unitwtfered
s
. sysaate
606 M8
P—

Lwtormot0l | om

win_sarver 2 > Schema Manager win_server 2 > Schema Manager

Alerting Create Database Create Index

. Create Database " :

Index name

Ente -
Incident B

Select language from below list

insextype FillFactor (%)
figuration >
Q Seach Unique . w
N performance >
Dbspace name Page Size Free Space Language Locale [ 00 a5  congrain an e tavle
erfo ot axe oma Chnese g Replicatior ’ -
i ) vin_server.2 axs 58328 Chinese h TWevote [STU—
“Table Golurmn * Ty 4 indexsd Calurnns © ASC/DESE Order
e ™ 187818 Chinese hTWut O Llligh
Crinese IMCN.6818030-2000 > O e INTEGER >
Chinese e .
. J O teimame CHARZE) >
Chinese s TWabig
" 0w VARCHAR(200) >
— Chinese K bigS HKSCS SaLTrx
Chinese h TWecde
Sl Tracing :
Crinese MmTWERS
Systes s > | view cusy s e | cancel r X
casen cx.C2 B8582sie I I
soarces___ 5T
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New Features

Create Report

| e ey .
User Graph Preferences

Seleceg

Custom Report

m GUI Server
o Setup

_ N
— A w

User Graph Preferences In Action
© 2022 IBM Corporation
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Informix 14.10.xC4
WL, JDBC, J/Foundation, CDC Java API
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JAVA - Agenda
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= \Wire Listener

— Support for Mongo API Version 3.2, 3.4, 3.6, 4.0, and 4.2
— Informix password authentication for REST and MQTT
— Performance Improvements for REST

= JDBC
= J/Foundation
= CDC Java API
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Mongo API Support - Versions 3.2, 3.4, 3.6, 4.0, and 4.2

» Mongo API Support - Versions 3.2, 3.4, 3.6, 4.0, and 4.2

— For xC4, we support Mongo API compatibility up to MongoDB ver. 4.2
* Isn’t 100% feature compatibility with all of these newer MongoDB versions, but it is base

API compatibility.
* |If you are working with customers who are looking to use the Mongo
WL in a new solution, we recommend that they chose one of the more

recent Mongo API versions:
— Configure the mongo.api.version in the WL properties
— The default value will remain 2.4 until vNext because of upgrade considerations,
but we do recommend that any customers deploying a new solutions start with a

higher version.

authenticating to the WL with REST or MQTT clients

* New to XxC4, you can also Informix usernames and passwords when
— Wire listener passes the user/password authentication credentials to the

database server as part of the JDBC connection.

121
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Wire Listener & Type Maps

» Up to 25% performance improvement in REST queries
— Made the max response size optional for REST
— Inherited the performance improvements made to JDBC 4.50.JC4

» TypeMaps are how Java maps between a server UDT and a custom
Java class that can interpret it (BSON is a prime example)

— Prior to xC4, you could set a TypeMaps in the JDBC connection, but you had
to set it for each connection, leading to boilerplate code in applications with
connection pools to keep the TypeMaps up to date

— With 4.50.4 JDBC uses a global TypeMap builder

* Pre-defined with some built in UDTs

» Users can add their own to the global map and each JDBC connection established
will pre-setup its type map based on the global one
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New Connection Parameters

« METADATA UPPERCASE VALUES
— To uppercase metadata results

* AUTO_CASE_SCHEMA
— Instruct JDBC to automatically the case schema (default) or return the schema
as it was saved

» CURSOR_HOLDABILITY
— Instruct driver to always hold cursors over commit (same as
Connection.setHoldability() but now can be done via the URL or datasource

© 2022 IBM Corporation

123



IBM Data & Al IEE ¢

New User Defined Routines (UDR’s)

* New UDR’s help generate statements to register J/JFoundation UDRs
— Provides a reqistry users can explore (aside from the documentation)
— Generates the CREATE, GRANT(to PUBLIC), and DROP statements for every
built in UDR for J/Foundation
— Returned to the user as an LVARCHAR

— User has to execute them in each database still
» Option coming for dbschema to use the GenFunctionStatements statement

$> CREATE FUNCTION genFunctionStatements() RETURNS LVARCHAR(30000) EXTERNALNAME
‘com.informix_judrs.JFoundation.generate CreateFunctionStatements()' LANGUAGE JAVA,;
$> EXECUTE FUNCTION genFunctionStatements|();

-- com.informix.judrs.Explain

CREATE FUNCTION getExplain(LVARCHAR) RETURNS LYARCHAR EXTERNAL NAME 'com.informix.judrs.Explain.getExplain(java.lang.String)'
LANGUAGE JAVA;

-- com.informix.judrs.1fxStrings
CREATE FUNCTION replaceAll{(LVARCHAR, LVARCHAR, LVARCHAR) RETURNS LVARCHAR EXTERNAL NAME

‘com.informix_judrs.|fxStrings.replaceAll(java.lang.String java.lang.String,java.lang.String)’ LANGUAGE JAVA,
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New Explain UDR
» Executes query on a server with full explain output enabled to a

temp file
— Option coming to AVOID_EXECUTE, but not in XC4

» Retrieves the server side explain file
» Returns it as LVARCHAR
» Deletes server side explain file

> CREATE FUNCTION getExplain(LVARCHAR) RETURNS LVARCHAR(30000) EXTERNAL NAME 'com.informix.judrs.Explain.getExplain(java.lang.String)’

LANGUAGE JAVA;
> execute function getExplain("SELECT * FROM systables a, syscolumns b where a.tabid = b.tabid");

(expression) |

SELECT * FROM systables a, syscolumns b where a.tabid = b.tabid

Estimated Cost: 75
Estimated # of Rows Returned: 564

1) informix.a: SEQUENTIAL SCAN
2) informix.b: INDEX PATH

(1) Index Name: informix.column
Index Keys: tabid colno

Lower Index Filter: informix.a.tabid = informix.b.tabid

NESTED LOOP JOIN
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Large Object Utilities
» Return the size of a LOB

— lobSize function
» Concatenate character data with a CLOB into a new CLOB
— concat function
= Append character data into an existing CLOB
— append function
* Dump out CLOB as a string in up to 32k chunks
— append function
» Create a CLOB from any character data

— toString function

> CREATE FUNCTION lobSize(BLOB) RETURNS BIGINT EXTERNAL NAME 'com.informix.judrs.LargeObjects.lobSize(java.sql.Blob) LANGUAGE JAVA,;
> CREATE FUNCTION lobSize(CLOB) RETURNS BIGINT EXTERNALNAME 'com.informix.judrs.LargeObjects.lobSize(java.sql.Clob) LANGUAGE JAVA,;
> CREATE FUNCTION concat(CLOB, LVARCHAR)RETURNS CLOB EXTERNAL NAME 'com.informix.judrs.LargeObjects.concat(java.sql.Clob,java.lang.String)'
LANGUAGE JAVA;
> CREATE FUNCTION append(CLOB, LVARCHAR) RETURNS CLOB EXTERNAL NAME 'com.informix.judrs.LargeObjects.append(java.sql.Clob,java.lang.String)'
LANGUAGE JAVA;
> CREATE FUNCTIONtoString(CLOB) RETURNS LVARCHAR EXTERNAL NAME ‘com.informix.judrs.LargeObjects.toString(java.sql.Clob) LANGUAGE JAVA,;
> insert into test values("Hello ", toClob("world"));
> selecta, lobsize(b) fromtest;
(expression) |

> execute function append((SELECT b fromtest), ". Good day");
> selecta, lobsize(b) fromtest;
(expression) |
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Java Transaction Engine API for Change Data Capture (CDC)

* New, it simplifies handling CDC records by collecting entire

transactions and applying filters
— CDC typically sends a bunch of metadata and numerous operations, data records

» Use the new Transaction Engine to collect entire transactions together

as well as pre-filter out events you are not interested in (like
ROLLBACK events or maybe you are not interested in DELETE events,

only INSERTS)

ry(IfxTransactionEngine engine = new [fmxTransactionEngine(.. . )) {
; Il we don't want any rollbacks in this case, so skip them

engine.setTransactionFilters(IfmxStreamRecord Type. COMMIT);
engine.setOperationFilters(lfmxStreamRecordType.INSERT, IfmxStreamRecordType.DELETE); // Skip update records

engine.init();

IfmxStreamTransactionRecord r = null;
while((r = engine.getTransaction()) != null) { //waits until we get an entire transaction (COMMIT or ROLLBACK record)

I logger.info("{}", r.getType());
I/dig into the transaction

for(lfmxStreamOperationRecord rec : r.getOperationRecords()){ //get all the actual operational data

(insert/update/delete)
logger.info("{}", rec);

logger.info("{}", rec.getData());
if(rec.getData().get("a").tolnt() == -1) {
logger.warn(“Negative number found!");

}

B Corporation
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onstat Enhancements - et. al
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» Table Dictionary Cache Display Enhancement - onstat -g dic O
» Display Parthnum And Extent Number per object — oncheck —pe
» MSG_DATE Configuration Parameter Enhancements

» onstat —k/K - Displays Table Names

» onstat -g top - Has Multiple New Options
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onstat -g dic O

» Prior to xC4, if you run 'onstat -g dic' you get basic information
about each table that is cached in the data dictionary.

If you run 'onstat -g dic <table name>then it prints internal SQL
information about that particular table.

= With the newly introduced option “onstat -g dic 0”, you can display
internal SQL information for all the cached tables.

Command Qutput
Basic information about each table that is cached

onstat -g dic
onstat -g dic <table_name> Internal SQL information about that particular table
Internal SQL information for all cached tables

onstat -g dic 0

© 2022 IBM Corporation
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New: onstat —g dic 0 | less (command not shown)

IBM Informix Dynamic Server Version 14.10.F DE -- On-Line -- Up 0@:81:42 —— 114936 Kbytes

Dictionary entry for table: autoreg_migrate [hashes to list#: 4)

ddt_tabfullname: sysadmin®@jc_ldev@é:informix.autoreg_migrate

1048798 ddtab-address: 4618d858

131

ddt_partnum:

ddt_fextsize: 16 ddt_nextsize: 16 ddt_locklevel: 2

ddt_flag: -2147483648 ddt_flag2: e ddt_ps: 2] ddt_row: 4618d838
ddt_dbalthash: 4 ddt_dbaltcount: 43 ddt_ncols: 2

ddt_rowsize: 152 ddt_nallidxs: 2] ddt_nindexes: <] ddt_type: T

ddt_nrows: 1 ddt_npused: 1 ddt_tabid: 116

ddt_majversion: 116 ddt_minversion: 6 ddt_perms: 4618df60

Table Permissions:
Userthread <informix
Userthread <public

> has <SU IDXAR>
> has <su-idx—>

ddt_cols: 4618da4e ddt_indexes: 2] ddt_uniq: a

ddt_ref: e ddt_check: e ddt_dummytab: 4618db4e

ddt_secpolicyid: 2} ddt_protgranularity: -

ddt_rowver_pos: 2] ddt_rowchk_pos: 2}

ddt_numreftabs: 0

ddt_reftabs: 2} ddt_next: 2} ddt_prev: @

ddt_refcount: 2] ddt_frags: 2]

ddt_fraghdr: 2]

ddt_viotid: e

ddt_diatid: e

Column Descriptors:

ddc_name: kind ddc_colno: 1 ddc_default: 2]

ddc_flags: 134217728 ddc_type: 13 ddc_xid: 2] ddc_start: I -]
ddc_len: 20 ddc_nunique: 2] ddc_next: 4618dace

ddc_name: name ddc_colno: 2 ddc_default: =]

ddc_flags: 134217728 ddc_type: 13 ddc_xid: 2] ddc_start: 21
ddc_len: 130 ddc_nunique: e ddc_next: 2]

Index Descriptors:
Referential Constraints:
Unique Constraints:
Check Constraints:

Triggers:

Separator indicates next block
of new object info, screen
continues
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oncheck -pe - Display Parthnum And Extent Number

» oncheck -pe now displays the chunk and tablespace extent information
during the check of the object.

* Prior to XxC4, the output contained only information about extent offset
and size; this has not changed.

* Now we’ll display the parthum and extent number (indexed from 1) for
every entry if applicable.

$ oncheck -pe
DBspace Usage Report: rootdbs Owner: informix Created: 05/04/2020

Chunk Pathname Pagesize(k) Size(p) Used(p) Free(p)
1  Nvobsitristarm/sgldist/tmp/mohini11.rootdbs 2 150000 95473 54527

Description Offset(p) Size(p) Partnum Ext Num

RESERVED PAGES

CHUNK FREELIST PAGE

rootdbs:'informix'. TBLSpace 13 250 0x00100001
sysmaster:'informix'.sysdatabases 85263 4 0x00100002
system:'informix'.syslicenseinfo 85267 16 0x00100003

sysmaster:'informix'.systables 85283 8 0x00100004

sysmaster:'informix'.syscolumns 85291 32 0x00100005
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oncheck —pe with partnum and extent number

DBspace Usage Report: rootdbs Owner: informix Created: ©5/06/2020

Chunk Pathname Pagesize(k) Size(p) Used(p) Free(p)

1 /work1/3C/rootchunk 2 150000 115999 34001

Description Offset(p) Size(p) Partnum Ext Num

RESERVED PAGES ] 12

CHUNK FREELIST PAGE 12 1

rootdbs: 'informix'.TBLSpace 13 250 ©x00100001 1

PHYSICAL LOG 263 49894

LOGICAL LOG: Log file 1 50157 5080

LOGICAL LOG: Log file 2 55157 5000

LOGICAL LOG: Log file 3 60157 5080

LOGICAL LOG: Log flile 4 65157 5000

LOGICAL LOG: Log file § 70157 5080

LOGICAL LOG: Log file 6 75167 5808

LOGICAL LOG: Log file 7 80157 5eee

LOGICAL LOG: Log file 8 85157 5000

LOGICAL LOG: Log file 9 90157 50ee

LOGICAL LOG: Log file 10 95157 5808

LOGICAL LOG: Log file 11 100157 5eee

sysmaster:'informix'.sysdatabases 105157 4 8x00100002 1

system:'informix'.syslicenseinfo 185161 16 8x00100003 1

sysmaster:'informix'.systables 105177 8 9x001000804 1

sysmaster:'informix'.syscolumns 185185 32 8x001000805 1

sysmaster:'informix'.sysindices 105217 32 8x00100806 1

sysmaster:'informix'.systabauth 185249 16 8x001000807 1

sysmaster:'informix'.syscolauth 185265 B ©xe01008808 1

sysmaster:'informix'.sysviews 185273 8 0x00100809 1

sysmaster:'informix'.sysusers 105281 8 0x0010080a 1

sysmaster: 'informix'.sysdepend 185289 B8 8x00818888D 1 . .
sysmaster:'informix'.syssynonyms 105297 B ©8x00180808C 1

e oo Extents do not necessarily come out in
sysmaster:'informix'.sysconstraints 105313 B8 0x0810080e 1

sysmaster:'informix'.sysreferences 105321 8 0x0010000f 1 - -

yamastor. 'informix: syschecks 105020 © oxeeioeet0 1 Issued number order in the output; you
sysmaster:'informix'.sysdefaults 105337 8 8x@908108011 1 )
sysmaster:'informix'.syscoldepend 185345 B8 8x980100812 1 . . .
sysmaster:'informix'.sysprocedures 185353 8 9x00100013 x

sysmaster: 'informix'.sysprocbody 105361 8 0x0010800814 1 knOW hOW to fIX that If you Ilke
sysmaster:'informix'.sysprocplan 105369 8 8x001000815 1

1

sysmaster:'informix'.sysprocauth 105377 8 0x001000816

$ oncheck -pe | grep sysprocbody | grep sysadmin

sysadmin: 'informix'.sysprocbody 110960 8 Bx00108086 1
sysadmin: 'informix'.sysprocbody 111384 56 Bx00100086 2
sysadmin: 'informix'.sysprocbody 111456 64 Bx0B10808B6 3
sysadmin: 'informix'.sysprocbody 111560 128 0xP0108886 4
sysadmin: 'informix'.sysprocbody 111760 128 Bx008108886 5
sysadmin: 'informix'.sysprocbody 111952 128 Bx00188886 6
sysadmin: 'informix'.sysprocbody 112176 128 0x8010088B6 7
sysadmin: 'informix'.sysprocbody 112328 128 0xB0108886 8
sysadmin: 'informix'.sysprocbody 112830 128 Bx001008886 9
sysadmin: 'informix'.sysprocbody 113086 256 0x00108886 1e
133 sysadmin: 'informix'.sysprocbody 113741 128 0x0801000886 11 |,
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MSG_DATE Enhancements (1)

* Prior to XC4, you could use the MSG_DATE parameter to put a date at
the message start printed to the online log in “MM/DD/YY” format only:

— It was not respecting the localization settings.

* The hardcoded format (MM/DD/YY HH:MM:SS) now supports multiple
locales.

= There is also timestamp format:
(YYYY-MM/DD HH:MM:SS:FFF)

» Two formats added, which gives more granular timestamps providing
sub-seconds in addition with number of seconds since EPOCH,

accepted values are below:

Format
HH:MM:SS

MM/DD/YYYY HH:MM:SS (Locale-dependent ordering of MM and DD)
Milliseconds since epoch + MM/DD/YYYY HH:MM:SS (Locale-dependent ordering of MM and DD)
YYYY-MM-DD HH:MM:SS.FFF
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MSG_DATE Enhancements (2) - MSG_DATE =2

A— Seconds since

Value of MSG_DATE has been changed to 2.
$ onstat -m

IBM Informix Dynamic Server Version 14.10.F DE -- On-Line -- Up 00:88:59 -- 114936 Kbytes th e EI OCI |

Message Log File: /worki/JC/online.log
88:11:15 Checkpoint Completed: duration was @ seconds
88:11:15 Wed May 6 - loguniq 4, logpos ©x301018, timestamp: 8x1bf93a Interval: 9

©88:11:15 Maximum server connections @
©@8:11:15 Checkpoint Statistics - Avg. Txn Block Time 8.088, # Txns blocked @, Plog used 41, Llog used 20

08:12:45 Checkpoint Completed: duration was @ seconds.
08:12:45 Wed May 6 - loguniq 4, logpos @x385018, timestamp: Ox1bf962 Interval: 10

©8:12:45 Maximum server connections 1
88:12:45 Checkpoint Statistics - Avg. Txn Block Time ©.808, # Txns blocked @, Plog used 15, Llog used 4

88:13:15 Checkpoint Completed: duration was @ seconds.
08:13:15 Wed May 6 - loguniq 4, logpos @x38b@18, timestamp: Ox1bf991 Interval: 11

08:13:15 Maximum server connections 1
88:13:15 Checkpoint Statistics - Avg. Txn }1ocx Time ©.008, # Txns blocked @, Plog used 18, Llog used 6

05/06/2020 08:18:05 Value of MSG_DATE has been changed to 1.
1588771111997 ©5/06/2020 ©8:18:31 Value of MSG_DATE has been changed to 2.

sl

$ onmode -1
$ onstat -m

IBM Informix Dynamic Server Version 14.18.F DE -- On-Line -- Up 00:09:89 —- 114936 Kbytes

Message Log File: /work1/JC/online.log
08:11:15 Wed May 6 - loguniq 4, logpos 8x301018, timestamp: Ox1bf93a Interval: 9

.
Dat etl me o ut ut 88:11:15 Maximum server connections @
88:11:15 Checkpoint Statistics - Avg. Txn Block Time ©.888, # Txns blocked 8, Plog used 41, Llog used 20

: 08:12:45 Checkpoint Completed: duration was @ seconds.
WI e Oca e ©8:12:45 Wed May 6 - loguniq 4, logpos 8x305018, timestamp: 8x1bf962 Interval: 1@

88:12:45 Maximum server connections 1

d epen d ent l |S 88:12:45 Checkpoint Statistics - Avg. Txn Block Time 8.808, # Txns blocked @, Plog used 15, Llog used 4
08:13:15 Checkpoint Completed: duration was @ seconds.

08:13:15 Wed May 6 - loguniq 4, logpos ©x30b018, timestamp: Ox1bf991 Interval: 11

88:13:15 Maximum server connections 1
88:13:15 Checkpoint Statistics - Avg. Txn Block Time ©.808, # Txns blocked 8, Plog used 18, Llog used 6

85/06/2020 08:18:05 Value of MSG_DATE has been changed to 1.

1588771111997 85/06/202@ 08:18:31 Value of MSG_DATE has been changed to 2.
1588771121999 éﬁ/eb/zeze ©8:18:41 Logical Log 4 Complete, timestamp: 8x1bf99b.

s

135 © 2022 IBM Corporation



IBM Data & Al

MSG_DATE =3 - Timestamp data shown

$ onmode -wm MSG_DATE=3
Value of MSG_DATE has been changed to 3.
$ onstat -m

IBM Informix Dynamic Server Version 14.10.F

Message Log File: /work1/JC/online.log

08:12:45
88:12:45

08:13:15
08:13:15

08:13:15
88:13:15

Maximum server connections 1
Checkpoint Statistics - Avg. Txn Block Time ©.000, # Txns blocked @, Plog used 15, Llog used 4

Checkpoint Completed: duration was @ seconds.
wed May 6 - loguniq 4, logpos 0x38b@18, timestamp: Ox1bf991 Interval: 11

Maximum server connections 1
Checkpoint Statistics - Avg. Txn Block Time ©.008, # Txns blocked 8, Plog used 18, Llog used 6

85/06/2020 08:18:05 Value of MSG_DATE has been changed to 1.

1588771111997 85/06/2020 88:18:31 Value of MSG_DATE has been changed to 2.

1588771121999 ©5/06/2020 88:18:41 Logical Log 4 Complete, timestamp: Ox1bf99b.

15887711265 05/06/2020 08:18:46 Checkpoint Completed: duration was @ seconds.

15887711265 85/06/2020 8B8:18:46 Wed May 6 - loguniq 5, logpos 8x5018, timestamp: Oxibf9el Interval: 12

15887711265 ©5/06/2020 08:18:46 Maximum server connections 1
15887711265 05/06/2020 8B8:18:46 Checkpoint Statistics - Avg. Txn Block Time 8.808, # Txns blocked 8, Plog used 15, Llog used 8

2!20-05-06 08:19:83.999 Vadue of MSG_DATE has been changed to 3.

sl
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onstat —k - Showing table name, DML operation I,U,D Insert,
Update, Delete associated with the lock

$ onstat -k

IBM Informix Dynamic Server Version 14.10.F DE -- On-Line -- Up 00:18:57 —-- 114936 Kbytes
Locks
address wtlist owner lklist type tblsnum rowid key#/bsiz DML table_name
441990828 e 451089a88 2] HDR+S i108eee2 204 %] sysmaster:informix.sysdatabase
441992de e 4510ac48 %] S 10808082 204 %] sysmaster:informix.sysdatabase
44199358 ] 451Bac48 441992d6 HDR+S 108602 201 2] sysmaster:informix.sysdatabase
441993e0 2] 45103368 2] S 180002 284 2] sysmaster:informix.sysdatabase
44199468 e 451091a8 [} S 100082 204 2] sysmaster:informix.sysdatabase
44199470 2] 451088c8 2] HDR+S 1860002 286 2] sysmaster:informix.sysdatabase
44199600 2] 451088c8 44199820 HDR+X 1008222 101 2} ?: jc:informix.jctab
44199688 ] 451888c8 44199d70 HDR+X 100222 339 2] jc:informix.jctab
44199718 2] 451088c8 44199688 HDR+X 100222 33a 2] jc:informix.jctab
44199798 [z} 451088c8 44199710 HDR+X 100222 33b %] jc:informix.jctab
441998280 e 451088c8 44199470 HDR+IX 180222 ) 2] jc:informix.jctab
44199BaB %) 451088c8B 441996080 HDR+X 108222 182 2] D je:informix.jctab
44199938 e 451888c8 441998a8 HDR+X 180222 1e3 %) D jc:informix.jctab
441999b8 8 451088c8 44199930 HDR+X 100222 104 e D jc:informix.jctab
44199340 %] 451088c8 441999b8 HDR+X 100222 165 °] D jc:informix.jctab
44199%9ac8 2] 451088c8 44199240 HDR+X 100222 106 2] D jec:informix.jctab
44199b50 2] 451088c8 44199ac8 HDR+X 100222 21e 2] U jc:informix.jctab
44199bd8 ] 451088c8 44199b586 HDR+X 180222 21f 2] U jc:informix.jctab
44199c68 8 451088c8 44199bd8 HDR+X 100222 220 %] U jc:informix.jctab
44199ceB 2] 451088c8 44199c60 HDR+X 100222 221 2] u jc:informix.jctab
44199d78 2] 451088c8 44199ce8 HDR+X 100222 222 [*] u jec:informix.jctab
21 active, 20000 total, 16384 hash buckets, @ lock table overflows
sl

Output rows with no entry in the DML column are not associated with a particular
Table, usually an intent-exclusive lock
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onstat -K

$ onstat -K

IBM Informix Dynamic Server Version 14.10.F DE -- On-Line -- Up 00:11:37 -- 114936 Kbytes
Locks
address wtlist owner lklist same type tblsnum rowid key#/bsiz DML table_name
441990828 e 45109288 0 44199468 HDR+S 100002 204 e sysmaster:informix.sysdatabases
441992d0 2] 4510ac48 2] 2] S 100002 204 2] sysmaster:informix.sysdatabases
44199358 2] 4510ac48 441992d0 ) HDR+S 100002 201 2] sysmaster:informix.sysdatabases
441993e0 e 451023368 2] 441992de S 100002 204 °] sysmaster:informix.sysdatabases
44199468 e 451091a8 a 441993e0 S 100002 204 :] sysmaster:informix.sysdatabases
44199470 2] 451088c8 %) e HDR+S 100002 206 e sysmaster:informix.sysdatabases
44199600 e 451088c8 44199820 2] HDR+X 100222 101 e D jc:informix.jctab
44199688 2] 451088c8 44199d70 2] HDR+X 100222 339 %] I jc:informix.jctab
44199718 2] 451088c8 44199688 ] HDR+X 100222 33a 2] I jc:informix.jctab
44199798 e 451088c8 441997180 0 HDR+X 100222 33b ] I jc:informix.jctab
44199820 e 451088c8 44199410 8 HDR+IX 100222 ] 2] jc:informix.jctab
441998a8 2] 4510888c8 441996080 2] HDR+X 180222 102 a D jc:informix.jctab
44199938 2] 4510888c8 44199828 e HDR+X 180222 103 2] D jc:informix.jctab
44199908 2] 451088c8 44199930 ] HDR+X 1008222 104 2] D jc:informix.jctab
44199340 2] 451088c8 441999b8 ] HDR+X 100222 105 2] D jc:informix.jctab
4419%9ac8 2] 451888c8 44199340 2] HDR+X 180222 106 2] D jc:informix.jctab
44199b50 2] 451088c8 44199ac8 2] HDR+X 100222 21e 2] U Jjec:informix.jctab
44199bd8 2] 451088c8 44199b50 2] HDR+X 100222 21f 2] u je:informix.jctab
44199c60 2] 451088c8 44199bd8 2] HDR+X 100222 220 a u jc:informix.jctab
44199ce8 ] 451088c8 44199c60 [} HDR+X 100222 221 2] U jc:informix.jctab
44199d70 e 451088c8 44199ce8 ) HDR+X 100222 222 0 U jc:informix.jctab
21 active, 20000 total, 16384 hash buckets, @ lock table overflows
sl
L

Onstat —k/K, T/t, -g ppf - No longer have to go to disk to get the table names, table
names are now in memory for those tables recently opened ... if not recently opened,
still go to disk for table names.
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KERNEL CTRL - new configuration parameter with values

139

> AC$ onstat -g cfg full KERNEL_CTRL

IBM Informix Dynamic Server Version 14.10.F

Configuration Parameter Info

id name
1080 KERNEL_CTRL

min/max : 8,40895
default : @xb5S
onconfig:
current : 8xbb

type
UINT4

This parameter is undocumented.

Description:

DE -- On-Line -- Up 00:13:46 —— 114936 Kbyte:

maxlen units rsvd tunable
12

*

This bitfield governs kernel control switches. It should not be modified
without the guidance of technical support. A number of switches are on
by default. Current switches:

Description

Partition Names

No Defer Index Build
Bump Extent Slot
oncheck PDQ

Clear Chunk B4 Encrypt
Ignore Underflow
Batched Read Key-Only
Multi-Index Scan

Dump Stack Frame

No Extent Doubling
Defect 185400 Switch 1
Defect 185400 Switch 2

oxeeeol
9x0808882
0x00084
8x008e8
oxeeele
0x00020
9xB0040
0x00080
0x00160
9x008208
9xe0400
oxeesee

Dflt

*
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KERNEL_CTRL - Turn off partition names in onstat output

Turning this off saves memory, if you need to
$ onmode -wm KERNEL_CTRL=8xbé S0 no table names on output

Value of KERNEL_CTRL has been changed to @xb4.
$ onstat -k

IBM Informix Dynamic Server Version 14.106.F DE -- On-Line -- Up 808:14:88 -- 114936 Kbytes
Locks

address wtlist owner lklist type tblsnum rowid key#/bsiz DML
44199028 2] 4518%9a88 2} HDR+S 100882 204 e
441992d0 8 451Bac4B e S 100002 204 <}
44199358 8 451Bac48 441992d8 HDR+S 190002 201 %]
441993e0 [z} 45182368 8 S 18008082 204 2}
44199468 2} 4510891a8 2} S 100082 204 2}
44199470 2} 451888c8 0 HDR+S 180082 206 2]
44199600 8 451888c8 44199820 HDR+X 100222 101 2] D
44199688 8 451888c8 44199d70 HDR+X 100222 339 2] I
44199710 e 451888c8 44199688 HDR+X 100222 33a e I
44199798 e 451088c8 441997180 HDR+X 100222 33b 2] I
44199820 2} 451088c8 44199470 HDR+IX 1808222 @ 2]
441998a8 [z} 451888c8 44199600 HDR+X 100222 182 2] D
44199930 e 451888c8 44199838 HDR+X 100222 103 e D
441999b8 =} 451088c8 44199930 HDR+X 100222 104 2] D
44199340 2] 4510888c8 441999b8 HDR+X 100222 105 *] D
4419%9ac8 2} 451888c8 44199340 HDR+X 100222 106 %] D
44199b50 2} 4510888c8 4419%ac8 HDR+X 100222 21e %] V)
44199bd8 8 451888c8 44199b58 HDR+X 100222 21f 2] U
44199cé0 e 451088c8 44199bd8 HDR+X 100222 220 2] V)
44199ce8 2] 451888c8 44199c60 HDR+X 100222 221 2] U
44199d70 e 4510888c8 44199ce8 HDR+X 100222 222 2] U

21 active, 20000 total, 16384 hash buckets, 8 lock table overflows

s [
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onstat -g top

* From the onstat usage chart:

top [ <entity> <stat> [ <max lines> [ <intvIl> [ <reps> |]]]
* Print top consumers of various resources over specified interval
» Valid <entity> <stat> combinations:

thread cpu (CPU usage) chunk i0os (page reads/writes)
thread drd (disk reads) chunk art (average read times)
thread bfr (buffer reads) chunk awt (average write times)
thread bfw (buffer writes) space los (page reads/writes)
thread plg (physical log usage) space art (average read times)
thread Ilg (logical log usage) space awt (average write times)
session cpu (CPU usage) mempool gro (memory growth)
session drd (disk reads) sessmem gro (memory growth)
session bfr (buffer reads) partition  drd (disk reads)

session bfw (buffer writes) table drd (disk reads)

session plg (physical log usage)
session llg (logical log usage)

»i[o reverse ordering, capitalize <stat> (i.e. "top chunk AWT" Jp2022 8w corporation
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onstat —g top 1

$ onstat -g top 1
IBM Informix Dynamic Server Version 14.180.F DE -- On-Line -- Up 00:03:14 —- 114936 Kbyte
Top Resource Usage (Max lines 1, Time interval 5 seconds):

Top Threads (CPU usage)

tid name sid CPU_time #scheds status
56 sglexec 39 3.7889 18879 running
Top pools (memory growth)

name increase(b) total_size(b)
DefConvWrite B4B24 1329536

(No partition disk reads to display)

Top DBspaces (page I/0s {(reads + writes))
dbsnum page_ios page_Rd page_Wr name
2 19891 a 19891 dbspacel

(No physlog activity to display)
(No logical log activity to display)

s

Show me the top user of resources now
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onstat —g top 3 10
= Top 3 resources used, 10 second interval
[$ onstat -g top 3 10
IBM Informix Dynamic Server Version 14.1@.F DE -- On-Line —— Up ©0:03:35 —— 114936 Kbytes

Top Resource Usage (Max lines 3, Time interval 18 seconds):

Top Threads (CPU usage)

tid name sid CPU_time  #scheds status

62 sgqlexec 42 1.3578 4537 cond wait netnorm
63 sqlexec 43 B.6427 2658 running

i@ flush_sub(@) e ©.3855 2282 10 Wait
Top pools (memory growth)

name increase(b) total_size(b)

DefConvWrite 202280 1461784

43 B&136 B6136

44 83504 B354

(No partition disk reads to display)

Top DBspaces (page 1/0s (reads + writes))

dbsnum page_ios page_Rd page_Wr name

4 51319 a 51319 dbspace3
2 49138 a 49138 dbspacel
3 46564 a 46564 dbspace2

(No physlog activity to display)
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onstat—gtop 050

All categories, repeat every 5 seconds, forever

[$ onstat -g top @ 50
IBM Informix Dynamic Server Version 14.18.F DE -- On-Line -- Up 8@:84:49 —- 114936 Kbytes
Top Resource Usage (Max lines @, Time interval 5 seconds):

5 second interval number 1
Top Threads (CPU usage)

tid name sid CPU_time  #scheds status

64 sqlexec 44 3.6718 12828 running

62 sqlexec 42 3.6644 12035 cond wait netnorm
63 sqlexec 43 3.6089 12886 running

14 flush_sub(4) 8 8.1986 1213 sleeping secs: 1
16 flush_sub(é) 2} 8.1586 980 sleeping secs: 1
11 flush_sub(1) 2] 8.1245 766 sleeping secs: 1
12 flush_sub(2) %] 8.08993 617 sleeping secs: 1
13 flush_sub(3) 8 08.8893 553 sleeping secs: 1
17 flush_sub(7) 2} 8.0001 5 sleeping secs: 1
22 onmode_mon 9 9.8001 5§ sleeping secs: 1
23 periodic 10 9.0001 7 sleeping secs: 1

(No pool growth to display)
(No partition disk reads to display)

Top DBspaces (page I/0s (reads + writes))

dbsnum page_ios page_Rd page_Wr name
3 208768 2] 28768 dbspace2
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onstat —g top thread cpu 550
-------------------- 5 second interval number 5§ ——————m Changes
‘'op Threads (CPU usage) .
tid name sid CPU_time #scheds status reflected in
72 sqlexec 49 3.9707 61933 running real time —
74 sqlexec 51 3.9577 61692 running
73 sqlexec 50 3.9446 61395 running The onstat
75 sqlexec 52 3.9378 612082 ready —r option
76 sqlexec 53 3.9131 608893 running does not
-------------------- 6 second interval number § —m™M—————————————————f app|y to
‘'op Threads (CPU usage)
tid name sid CPU_time  #scheds status onstat -0
75 sqlexec 52 3.9392 24888 running tOp
74 sqlexec 51 3.8066 58414 ready
72 sqlexec 49 3.7938 59247 running
76 sqlexec 53 3.7856 58915 running
73 sqlexec 50 3.7757 58726 running
-------------------- 5 second interval number ————————————————————————————————
‘op Threads (CPU usage)
tid name sid CPU_time #scheds status
75 sqlexec 52 4.5983 3 running
76 sqlexec 53 3.7392 57818 running
72 sglexec 49 3.70864 57398 running
74 sqlexec 51 3.7022 57517 running
73 sqlexec 50 3.6914 56958 ready
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New features in Informix Client SDK
4.50.xC4
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Agenda

il
i
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-

* New Provider “Informix .NET Core”

* New features in native ODBC Connection Pooling
» CLIENT_LABEL supportin ODBC and Setnet32

» Smart Trigger feature in Informix Python Driver
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Applications support with Informix CSDK

,. — ~ MS
C/C++C#/.NETASP/VB/VSMSDTC/XA/Tuxedo| Tableau [SQL Linked Server| Excel |EtcC. .
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What’s .NET Core?

= NET Core is an open-source, general-purpose development platform
that can create .NET Core apps for Windows, macOS, and Linux

platforms using multiple programming languages
» Use it for your applications when you:

— Have cross-platform needs p———
— Target microservices T\ Languages
| : i / Chanctrsics |

— Use Docker containers = aracterstcs )
— Need high-performance and scalable ——\ Famewots

systems =/

. . ; Composition

— Need side-by-side .NET versions per

application

References:

https://docs.microsoft.com/en-us/dotnet/core/introduction
https://docs.microsoft.com/en-us/dotnet/core/whats-new/dotnet-core-3-1
https://docs.microsoft.com/en-us/dotnet/standard/choosing-core-framework-server
https://docs.microsoft.com/en-us/aspnet/core/fundamentals/choose-aspnet-

framework?view=aspnetcore-3.1
https://www.debuggershub.com/net-core-the-asp-net-core-architecture/ [Image above is from this link]
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Informix .NET Core Provider

= Will be Shipping with CSDK 4.50.xC4 and versioned 3.1.1

= Available on Windows x64 and Linux x86 64

— Informix.Net.Core.dll is the name of Provider on both platforms and located at
INFORMIXDIR\bin

» Built on top of Informix ODBC Driver
= It will be available on NuGet.org as well...

* Informix.Net.Core.dll binary is built on Windows (for both Windows
and Linux platforms). .NET Core SDK supports cross platform
binaries, supported build environments:

1. Microsoft Windows Server 2016 Standard : v10.0.14393
2. .NET Core SDK Version :v3.1.201

3. CMake Version : v3.13.0-rc3
4. Microsoft Visual Studio Enterprise 2017 :v15.8.6

150 © 2022 IBM Corporation



)
Il ll
Q-

IBM Data & Al

Informix .NET Core Applications

* NET Core applications using Informix .NET Core Provider would need
other .NET Core assemblies/libraries from .NET Runtime.

— Download/acquire the required assembly files ((NET Core SDK/Runtime) as suits
these applications

— All normal Informix related environment variables must be appropriately set.

= All the functionalities of existing Informix .NET Framework v4.x
Provider are implemented in Informix .NET Core Provider v3.1.1 also.

151 © 2022 IBM Corporation



IBM Data & Al

A
\@/

Deviations from the Informix .NET Provider Reference Guid

= Connection Pooling behavior has been modified as follows:

- A.

Max Pool Size

* The range value is 5 to 2000.
» This value will hold across all pools created.

152

» Hence this number will act as Global Maximum Number of Connections across all pools.
The application can't exceed the set count number of connections across all pools.

. Min Pool Size

The range value is 2 to 1000.
» Continues to create the specified number of connections when first request is received.

If this value is exhausted and application continues to use same connection string in the
Open () call, then it will create yet another "Min Pool Size" number of connections.

. GetldleConnectionsCount

Returns the currently idle connection count, ready to be assigned for matching incoming
connection requests.

The idle number of connections connected to the database server.
Reports at the global level and not specific to the specific pool.

. GetActiveConnectionsCount

Returns the connection count currently in use.

Reports at the global level and not specific to the specific pool. © 2022 1BM Corporation
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Functionality of Informix .NET Core Provider (2)

* Now, using Informix .Net Core Provider, applications can create ODBC
DSN (Data Source Name) and use the same in the connection string as
"DSN=<Your DSN Name>*“

» Other functionalities which are documented in existing "Informix .NET
Provider Reference Guide" holds good.

* Including data types support, tracing functionalities
IFXDOTNETTRACE, IFXDOTNETTRACEFILE etc
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* New Provider “Informix .NET Core”
= New features in native ODBC Connection Pooling
» CLIENT_LABEL supportin ODBC and Setnet32

» Smart Trigger feature in Informix Python Driver
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ODBC Connection Pooling: MinPoolSize

» What's the usage of "MinPoolSize" in Informix ODBC Driver?
"MaxConnLimit / MaxConnectionLimit" support in Informix ODBC

Driver?
* This is an extension to the already (from CSDK 4.50.xC2) natively

supported connection pooling in Informix ODBC driver.

* The purpose of MinPoolSize is to open it’s specified number of

connections during the first connection request:
— For example: if MinPoolSize=5, this will open total 5 connections when the first

connection request is made.

* [f the connection count goes down due to connection Pool Time Out
expiry, and if the same connection request comes again and thereis
no matching idle connection available, it will open MinPoolSize number
© 2022 IBM Corporation

of connections again.
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ODBC Connection Pooling: MaxConnLimit Support

* The Purpose of MaxConnLimit / MaxConnectionLimit is to restrict
number of connections to the value set by this parameter.

— For example: if MaxConnLimit=20 before opening a new connection, this
value will be checked; if it exceeds the already opened number of
connections, then an error will be reported.

» MaxConnLimit will ensure, applications higher limit to open physical
connections to the database is restricted.

156 © 2022 IBM Corporation



[
(el
i
S

IBM Data & Al
MinPoolSize and MaxConnLimit Usage

* How to use MinPoolSize and MaxConnLimit parameters in ODBC apps:
1. On Unix, in odbc.ini file under DSN name. Example below:
[MyDSN]

MinPoolSize=2
MaxConnLimit=10

2. In application, using APlIs i.e.
SQLSetEnvAttr/SQLSetConnectAttr/SQLGetEnvALtr/SQLGetConnectAttr.

SQLSetConnectAttr() should be used before opening the connection, trying to

use

SQLSetConnectAttr(SQL_INFX_ATTR_MIN_CONN_POOL_SIZE/
SQL_INFX_ATTR_MAX CONN_LIMIT) after the connection is established will

report an error

3. In application, using connection string i.e.
57 DSN=MyDSN;MinPoolSize=5;MaxConnLimit=20" © 2022 1BM Corporation
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Agenda

= New Provider “Informix .NET Core”

= New features in native ODBC Connection Pooling

= CLIENT _LABEL supportin ODBC and Setnet32

» Smart Trigger feature in Informix Python Driver

© 2022 IBM Corporation
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ODBC/Setnet32 CLIENT_LABEL Support: Track your

application sessions

» 5 ways user can set the CLIENT _LABEL variable in ODBC as part of
CLIENT _LABEL variable support below, in decreasing priority:

— Set as part of ODBC connection string i.e.
"DSN=MyDsn;CLIENT_LABEL=MyLabel"

— Using SQLSetConnectAttr( SQL_INFX_ATTR_CLIENT_LABEL ) in ODBC

application

— Specifying in the .odbc.ini file (only on Linux/Unix) i.e. CLIENT_LABEL=MyLabel
— Using environment variable i.e. "export CLIENT_LABEL=MyLabel or set

CLIENT_LABEL=MyLabel"

— Using setnet32 CLIENT _LABEL variable

Tested by Pronto
Software

159

?aﬂ IBM Informix Setnet32

Envionment | Server information | Host Information | About Setnet32

BIG_FET_BUF_SIZE=
LANK_STRINGS_NOT_N

CCEBIT
CLIENT,

COLLCHAR=
RRRRRRRRRR
A

CCCCCCCC
DDDDDDDDDD
nnnnnnn

nnnnnnnn ment Variable

CLENT_LABEL

EVEL=
LABEL=Sheshapplication

informix Chent/Server Environ

sssssssss

Cancel ] Apply | Help |
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* New Provider “Informix .NET Core”
= New features in native ODBC Connection Pooling
» CLIENT_LABEL supportin ODBC and Setnet32

= Smart Trigger feature in Informix Python Driver
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Smart Trigger/PushData support in Informix Python Driver (1)

* 6 new functions are added to support Smart Trigger/PushData
— IfxPy.open_smart_trigger() :
« Open Smart Trigger session
— IfxPy.get_smart_trigger_session _id :
» Get already opened Smart Trigger session ID
— IfxPy.join_smart_trigger_session :
 Join already opened Smart Trigger session ID
— IfxPy.register_smart_trigger_loop :
* Open Smart Trigger session with loop handled by Informix Python driver
— IfxPy.register_smart_trigger_no_loop :
* Open Smart Trigger session with loop handled by Informix Python application
— IfxPy.delete_smart_trigger_session :
» Delete opened Smart Trigger session

* Note : Python driver’s Smart Trigger functionality is based on Informix
ODBC Driver’s Smart trigger support.
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Smart Trigger/PushData support in Informix Python Driver (2)

» Below is simple Python Smart Trigger sample, it creates two threads

and registers callback functions.
» Each thread registers one event (one for table t1, another for table t2).

* |n case of any event occurring which changes the data in respective
tables, the callback function will be invoked and prints (printmel and

printme2 functions) the received info from Informix server.

from ctyp=s import

retarn

EuEValue2)

£1l.mtart ()

© 2022 IBM Corporation
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14.10xC3 and xC4 Replication features
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» Conversion support for HDR and RSS secondary servers

» Smart trigger session survival enhancements

* Rl constraints related enhancements for ‘cdr migrate server’
* New “add_replcheck” phase for ‘cdr migrate server’

* Flow control delay statistics for RSS and SDS
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Conversion Support for HDR and RS Secondary Servers

» During cluster upgrade it is no longer required to rebuild secondary
servers from backup
» Server Conversion framework now supported for HDR and RSS

secondary servers:
— From version : 11.70.xC1 or later release

— To version: 14.10.xC4 or later release
= Reversion isn’t supported!
» Recommend to enable CONVERSION_ GUARD functionality during

secondary server conversion.

= Conversion procedure:
— Convert primary server
— Convert each secondary server.
— After secondary server conversion, force checkpoint at primary server.
— If secondary server conversion fails then use onrestorept to rollback conversion

© 2022 IBM Corporation

changes, fix the problem and attempt conversion again!
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Smart trigger session survival enhancements

» Smart trigger/Push data detachable sessions now survive server
restarts and after primary server failover in cluster environment

» Detachable session information is now persisted in syscdr database:
— pushdata_client and pushdata_event tables/views

* Two new json attributes added to I/U/D records:
— restart_logid and restart_logpos:
* ER log replay position as of streaming this transaction
* New pushdata api to recapture data from a previous log position:

execute function admin("pushdata reset_capture", '{"logid”:”"%d”,
"logpos”:"%d’’});
« Command temporarily stops/restarts ER with the given log position set to replay position.
» Impacts all pushdata sessions and existing replicate definitions in ER

= Handling duplicate records

— After restart or resetting log capture position, the pushdata client can get
duplicate records

 Client needs to save the last received record txnid and op_num and discard already
166 processed records © 2022 IBM Corporation
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Rl constraints related enhancements for ‘cdr migrate server’

* New ‘create_schema loaddata nori’ and ‘add_ri’ phases added to ‘cdr
migrate server’ to detach referential integrity (RI) building in dynamic
phase as part of the load data.

» Dynamic/all phase now skips building Rl as part of schema and data
migration.

* |t builds RI after the data synchronization phase at the target server.

= Since there are parallel load jobs involved, these new phases resolve
the problem during data synchronization across servers if referential

constraints are in place.
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New “add _replcheck” phase for ‘cdr migrate server’

* New “add_replcheck” phase to add replcheck column and unique
composite index for all tables at source and target servers.

*» The ‘create_schema_loaddata’ and ‘create_schema_loaddata_nori’
phases support copying replcheck column data while loading data

into target server.
* Replcheck column and ‘add_replcheck’ phase makes data resync

task and ‘sync_data’ phase much faster!

© 2022 IBM Corporation
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Flow Control Delay Statistics for RSS and SDS

* Flow Control :
— Provides a way to limit log activities on Primary server
— Ensures that logs on RSS/SDS servers remain current

— Config parameters are RSS_FLOW_CONTROL and SDS_FLOW_CONTROL to
enable flow control for RSS and SDS servers respectively

— Disabling flow control may lead to wrapping of the log files

* Flow control delay statistics is now added at a Primary Server for RSS
and SDS verbose to show the number of times a client is delayed due
to flow control and time of last delay:

» onstat -g rss verbose onstat —g sds verbose
RSS Server control block: 0x4df3a750 SDS Server control block: 0x4dca6570...
Sequence number of last buffer acked: 110759 Time of last alternate write: N/A
Supports Proxy Writes: N Time of last alternate read: N/A
Total number of delay(s): 115 Total number of delay(s): 116
Time of last delay: 2020-03-05.02:27:24 Time of last delay: 2020/03/05 02:27:24
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Changes

» GSKit Upgrade
— Upgraded to version 8.0.55.9.

» Java(TM) SE Runtime Environment Upgrade
— Upgraded to version 8.0.5.35 for Solaris and HP.
— Upgraded to version 8.0.5.37 for other platforms.

* That’s it, other than some bug fixes.
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Agenda

= KMIP Keystores

= Partial Indexes

» Statement Cache Improvements

» Docker and Informix

» Change Data Stream API

» Some New UDR’s

= JDBC, Wire Listener & Shard Join Improvements
»" InformixHQ

» KandooERP
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Informix KMIP Keystores
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KMIP Keystores
* [f aremote key server in a server/cluster supports the KMIP

standard, a KMIP keystore can be created:
— Can be used by Storage Space Encryption and Integrated Backup Encryption
onkstore ..... -type KMIP
» For Integrated Backup Encryption, this type of keystore works
similarly with Azure and AWS:
— We provide the Key name of a Remote Master Encryption Key that is used to
encrypt the Backup Encryption Keys.

» For Storage Space Encryption, the Key Name provided is the IDS

Master Encryption Key.

© 2022 IBM Corporation
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Things Needed to Create a KMIP Keystore (1)

* The operators must have following information beforehand:
— KMIP Server
* The IP address or hostname where the KMIP server is listening:
« If the port where the server listens is different from the default (5696), the port must be
specified (ie “myserver.hcl.com:2356)

— KMIP Username
« Username to access the KMIP server
» Optional since in most cases, the access to the server is done by using SSL certificates

— KMIP Password
« Password for the given username (optional)

— KMIP Client Certificate File

« A file containing the certificate for the client
» The file must also contain the Private Key matching the certificate

* The private key is expected to be a PKCS#8 key
» The certificate is expected to have Authentication extensions

© 2022 IBM Corporation

— KMIP CA Certificate File
* File containing the root CA signing both the KMIP Client Certificate File and the KMIP
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Things Needed to Create a KMIP Keystore (2)

* The operators must have following information at hand (cont’d) :

— KMIP Key Name (optional)

* The name of the KMIP Key used as Master Encryption Key by the Storage Spaces
Encryption Feature or as Remote Master Encryption Key by the Integrated Backup
Encryption Feature.

« If not present, onkstore will generate a new key and report its Id to the operator.
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onkstore Syntax, Quick Review

* The onkstore utility has the following syntax usage:
-file <fn>  name of keystore to create/list/convert
-type

* Type of keystore to create: local, AWS-EAR, AWS-BAR, KMIP, AZURE-EAR,
AZURE-BAR

-list list the contents of the file.
-cipher
« Cipher the server will use: aes128, aes192, aes256

-credential <fn> file that contains credentials in json format
-pw [<fn>]
» Current password for the keystore, supplied either interactively or in a file

-verify verify the keystore
-convert convert keystore from one type to another
-changepw [<fn>]  change the password for the keystore
178 -help print this message © 2022 IBM Corporation



,
&
)

IBM Analytics

Informix Partial Index
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Informix Partial index

» Partial Index, also known as filtered index, is an index having some
condition applied to it so that it includes a subset of rows in the table

» Starting in Informix 14.10xC2 supports Fragment By Expression Partial
Index only as Phase 1

* Fragment eliminate and use INDEX-OFF clause to avoid index
build/use

» Reduces index build times and less index disk usage

— Absent an index, its not hard to guess how a query will run over unindexed table
fragments in fragment by expression clauses

« Can you say sequential scan ..........
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Create Partial Index - Syntax

Expression Fragment Clause in Create Index

Optional ‘INDEX OFF’ specifying index is turned off for rows meeting the
expression condition

e e +--+-expr------- +--IN--dbspace-+----------------- +-->
'-PARTITION--part-’ *'-(--expr-----)-’ ““INDEX OFF’
> S |
e e R +-REMAINDER--IN--dbspace-’+----------------- +---
-PARTITION--part-’ -INDEX OFF-’
Example:

Create index zip_ix on customer(zipcode)
fragment by expression
(state ='CA') in dbs2,
remainder INDEX OFF; -- no index for remainder

181 © 2022 IBM Corporation
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Example with dbaccessdemo table

create table customer (

customer_num serial(101), For the example below,
fname char(15), only build the index for
Iname char(15), rows with (state = ‘CA’)
company char(20),

addressl char(20),

city char(15),

state char(2),

zipcode char(5),

phone char(18),

primary key (customer_num));
create index zip_ix on customer(zipcode) fragment by expression
(state ='AZ") in dbsl1l INDEX OFF;
# above line can be removed, for testing
(state ='CA") in dbs2,
# only index structure that will be created for this table
“remainder INDEX OFF: e B Cororator
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Queries with Partial Index

» Query that can use the index zip_ix would be:

select fname, Iname from customer
'94117’° and state="CA’;

where zipcode

» Query that cannot use the index is:

select fname, Iname from customer
where zipcode ='85016' and state='AZ',

© 2022 IBM Corporation
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Index Scan Explain

select fname, lname from customer
where zipcode = '94117'
and state="CA'

Estimated Cost: 1
Estimated # of Rows Returned: 1

1) informix.customer: INDEX PATH
Filters: informix.customer.state = 'CA’
(1) Index Name: informix.zip_ix
Index Keys: zipcode (Serial, fragments: 1)

Fragments Scanned: (1) dbs2
Lower Index Filter: informix.customer.zipcode = '94117'

Query statistics:

Table map

Internal name  Table name

0 customer

type table rows_prod est_rows rows_scan time est_cost
scan  t1 1 1 T 00:00.00 1
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xXtrace

@—se]ect fname, Tname from customer where zipcode = '94117' and state='CA'

makef11p
‘makef11}

xtrace}—{opfr_remove: table(customer) |

xtrace}— expr}—{ (informix.customer.zipcode = '94117' AND informix.customer.state = 'CA' )
makef'l'l}{

xtrace}—{opfr_remove: considering index zip_ix fragments )

- xtrace}—{active fragments are: )
trace_active_fragment

xtrace | dbs2)
o
[[xtrace)—\op_op'i nit(): tabname =

= customer rowsize = 134 |
{tab}—{sx1.test.informix.customer |

o
@ op_opinit @}C@—zi p_ix
ret}—{1)
xtrace}—{opfr_indexoff: table(customer) idx(zip_ix) |

: xtrace}—active fragments are: )
trace_active_fragment

xtrace}—{dbs2]

indexp

[opfr_indexoff
opscanp |—opidxp

(xtrace}—{index zip_ix considered, icost 1.36571, istart 0, fltragg 0 )
xtrace}—"indexp(): best index path: idx zip_ix icost = 1.36571 idx_flags 0

)

(xtrace)—\sing'le—index path is best index path ]

trace_idxpath_indexname }(xtrace}—{
xtrace}—{choosing idxscan. cost = 1.36571 |

Index(es):zip_ix )

o

(P - .
‘trace_costs }—(xtrace}—{Index-Scan: PN_COST:1.36571 |

=
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Sequential Scan Set Explain Output

select fname, lname from customer
where zipcode = '85016"
and state='AZ’

Estimated Cost: 4
Estimated # of Rows Returned: 1

1) informix.customer: SEQUENTIAL SCAN

Filters: (informix.customer.zipcode = '85016' AND
informix.customer.state = 'AZ' )

Query statistics:

Table map

Internal name  Table name

. customer

type table rows _prod est rows rows_scan time est_cost
scan  t1 1 1 28 00:00.00 5
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xXtrace

se'lect fname, Tname from customer where zipcode = '85016' and state='Az' |

/@

(informix.customer.zipcode = '85016' AND informix.customer.state = 'AZ' ) ]

(xtrace}—{opfr_remove: table(customer) )

\xtrace)—{opfr_remove: considering index zip_ix fragments )

(xtrace}—{opfr_indexoff: table(customer) idx(zip_ix) )

’ xtrace}—{acti ve fragments are: )
(trace_active_fragment
dbs1

xtrace}—(best single-index cost = -1 )
xtrace}—{(no feasible index ]
xtrace}—(no feasible index |

xtrace}—{choosing datascan. cost = 4.84 ]

trace_costs }—(xtrace}—{Seq-Scan: PN_COST:4.84 )
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Example with FOT Index

create table tabl (n int, n2 int, n4 int, cc char(16));
create index idx1 on tab1(n) fragment by expression

(n2is null) in dbs1 INDEX OFF, remainder in dbs2
hash on (n) with 100 buckets;

--insert 10,000 rows

with cte(n) as (select 1 as n union all select n+1 from cte where n <
10000)

Insert into tab1 select n, case when mod(n,10) == 0 then n else null end,
mod(n,4), n from cte;

-- 10% index keys
oncheck -pk test:tabl | grep '"*Key' | wc -l 1000
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Limits and Possibilities

» CREATE INDEX ... FRAGMENT BY EXPRESSION only

= Must return data values from a single row of a table
= Must drop partial indexes if you revert to a previous server version

» Futures work
— Create table ... Fragment by ... Index Off

— Create index idx on tab (col) where ...
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Thank You — A Query

with fonts(c, cl1, c2,c3,c4,c5,c6,c7,c8) as (

select * from table(multiset{ --

ROwW(' ', '0x00', 'Ox00',
ROW('A', 'OxOC', 'Ox1E',
rROW(C'C', 'Ox3c', 'Ox66',
ROW('E', 'Ox7F', 'Ox46',
ROW('G', 'Ox3cC', 'Ox66',
ROW(C'T', 'Ox1E', 'Ox0C',
ROW(C'K"', 'Ox67', 'Ox66',
ROW('M', 'Ox63', 'Ox77',
ROW('O', 'Ox1c', 'Ox36',
ROW(C'Q', 'Ox1E', 'O0x33',
ROW('s', "Ox1E', 'O0x33',
ROW(C'U', 'Ox33', 'O0x33',
ROWC'W', 'Ox63', 'Ox63',
ROWC'Y"', "Ox33', '0x33',
ROW('~", "OX6E', 'Ox3B',

'0x00', 'Ox00', 'Ox00', '0x00'
'0x33', 'Ox33', 'Ox3F', '0x33'
'0x03', 'Ox03', 'Ox03', 'Ox66'
'0x16', 'Ox1E', 'Ox16', 'Ox46'
'0x03', 'Ox03', 'Ox73', 'Ox66'
'0x0c', 'Ox0c', 'OxO0c', 'OxOcC'
'0x36', 'Ox1E', 'Ox36', '0x66'
'OX7F', 'Ox7F', 'Ox6B', 'Ox63'
'0x63', 'Ox63', 'Ox63', '0x36'
'0x33', '0x33', 'Ox3B', 'Ox1E'
'0x07', 'OxOE', 'Ox38', '0x33'
'0x33', 'Ox33', 'Ox33', '0x33'
'0x63', 'Ox6B', 'OX7F', 'Ox77'
'0x33', 'Ox1E', 'Ox0C', 'OxOC'
'0x00', 'Ox00', 'Ox00', '0x00'

text(str) as (select '"THANK YoOU!'"),

xword(str, o, c, cl1, c2,c3,c4,c5,c6,c7,c8) as (
select str, 1, ¢, c1, c2,c3,c4,c5,c6,c7,c8 from text, fonts where c = substr(str, 1, 1)
union all
select str, o+l, c, cl, c2,c3,c4,c5,c6,c7,c8 from fonts, xword where fonts.c

x(n, p) as ( select 1, 128 union all select n+l, p/2 from x
show as (select sum ((case when bitand(to_number(cl)::int, p)
sum ((case when bitand(to_number(c2)::int, p) > 0 then
sum ((case when bitand(to_number(c3)::int, p) > 0 then
sum ((case when bitand(to_number(c4)::int, p) > O then
sum ((case when bitand(to_number(c5)::int, p) > 0 then
sum ((case when bitand(to_number(c6)::int, p) > 0 then
sum ((case when bitand(to_number(c7)::int, p) > 0 then
sum ((case when bitand(to_number(c8)::int, p) > 0 then
from x cross join xword group by xword.o order by xword.o desc)
select sum(cl::1varchar) as _1, sum(c2::lvarchar) as _2,

sum(c5::Tvarchar) as _5, sum(c6::1varchar) as _6,
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'Ox3F',
'0x63',
'Ox1E'
'0x00',

'0x00")
'0x00")
, '0x00")
'0x00")
'0x00")
, '0x00")
'0x00")
'0x00")
'0x00"),
'0x00"),

, '0x00"),

'0x00"),
'0x00"),

, '0x00"),

>0
l#l
l#l
l#l
l#l
l#l
l#l
l#l

then
else
else
else
else
else
else
else

ROW(C'!', '0Ox18',
ROW('B', 'OXx3F',
ROW('D"', 'Ox1F',
ROWC'F', 'OX7F',
ROW(C'H', '0x33',
ROW(C'3', 'Ox78',
ROW(C'L', 'OXOF',
ROW('N', 'Ox63',
ROW(C'P', 'OX3F',
ROW(C'R', 'OX3F',
ROWC'T', 'OX3F',
ROW(C'V', '0x33',
ROW(C'X', 'Ox63',
ROW('Z"', 'OX7F',

'0x00')1)),

where n < 8),

l#l

sum(c3::1varchar)
sum(c7::1varchar)

else

end):
end):
end):
end):
end):
end):
end):

'0x3c', 'Ox3c', 'Ox18', 'Ox18',
'0x66', '0Ox66', "Ox3E', 'Ox66',
'0x36', 'Ox66', 'Ox66', '0Ox66',
'0Ox46', 'Ox16', 'Ox1E', 'Ox16',
'0x33', '0x33', 'Ox3F', '0x33',
'0x30', '0Ox30', 'Ox30', 'Ox33',
'0x06', 'Ox06', 'Ox06', 'Ox46',
'0x67', 'Ox6F', 'Ox7B', '0x73',
'0x66', 'Ox66', 'Ox3E', '0x06',
'0x66', 'Ox66', 'Ox3E', '0x36',
'0x2p', 'Ox0c', 'OxOc', 'OxOc',
'0x33', 'O0x33', 'Ox33', '0x33',
'0x63', 'Ox36', 'Oxlc', 'Oxlc',
'0x63', 'Ox31', 'Ox18', 'Ox4cC',

end): :1varchar)
:Tvarchar):
:Tvarchar):
:Tvarchar):
:Tvarchar):
:Tvarchar):
:Tvarchar):
:Tvarchar):

:char(8)
:char(8)
:char(8)
:char(8)
:char(8)
:char(8)
:char(8)

as _3, sum(c4::Tvarchar)
as _7, sum(c8::Tvarchar)

::char(8) as ci,

as
as
as
as
as
as
as

as
as

c2,
c3,
c4,
c5,
c6,
c7,
c8

-4,
_8 from show;

'0x00', 'Ox18', 'Ox00"),
'0x66', 'Ox3F', 'Ox00"),
'0x36', 'Ox1F', '0x00'),
'0x06', 'OxOF', 'Ox00"),
'0x33', '0x33', 'Ox00"),
'0x33', 'Ox1E', 'Ox00"),
'0x66', 'Ox7F', 'Ox00"),
'0x63', '0x63', 'Ox00"),
'0x06', 'OxOF', 'Ox00"),
'0x66', '0Ox67', 'Ox00"),
'0x0c', 'Ox1E', 'Ox00"),
'Ox1E', 'Ox0C', 'Ox00"),
'0x36', '0x63', 'Ox00"),
'0x66', 'Ox7F', '0x00"),

substr(str, o+l, 1) and o < length(str)),
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Thank You
Database selected.
_1 HHHHHH HH  HH #H# H# HH# HHH HH# #H H# HHH #H HH#
2 H HH H HH HH HHHH HHH#H HH# HH HH #H H# HH HHE HH#H H#
3 Ht HHt HH HH HH HHHH HH  HH HH HH HH HH HH HH HH
4 #H# HHHHHE HH HH HH HHHH HHHH HHHH# H# H#t HHE HH#
5 #H# H## HHE HHHHHH HH HH4H HE HH H# H# H#t HHE HH#
_6 #H# H# HH# HH HH ## H# HH HH# H# H#t HH HH#H H#
_7 HHHH H#t HH# HH HH #H# H# HHH HH# HHHH# HHiH HHHHHH
8

1 row(s) retrieved.

Database closed.
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Informix 14
Statement Cache Improvements
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» What problems are we trying to solve?

» New sysmaster:syssscelem pseudo table similar to onstat -g ssc
* Dump query plan from statement(s) in Statement Cache

» Invalidate specific statement(s) in the Statement Cache

» Lock query plan(s) in the Statement Cache
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What problem are we trying to solve?

» System is stable and the statement cache is in a steady state

— Suddenly there is a performance problem:
— Customer analysis discovers ‘update statistics’ was run on some table(s)
« Statement Cache entries with those tables are invalidated, by design

« Statements are reoptimized
* New optimization produces query plans that are less desirable
* Prior to 14.10.xC2,, the ONLY option is to flush the entire Statement

Cache with ‘onmode —e flush’

» Having the ability to view query plans, lock and invalidate specific
statements, gives the user more leverage to control and react to

these situations

© 2022 IBM Corporation
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New sysmaster:syssscelem table / onstat —g ssc

Column name
uniqgid

lru

hash

ref cnt
hits

flag
valid
locked
heap ptr
database
user
stmtstring

queryplan

onstat —-g ssc

Type
integer
integer
integer
integer
integer
integer
integer
integer
bigint
char (128)
char (32)
char (16000)
char (16000)

Statement Cache Entries:

uniqgid lru hash ref cnt hits flag heap ptr

Nulls

yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes
yes

// differs from onstat -g ssc
// differs from onstat -g ssc

// differs from onstat -g ssc

database user

5 0 2404

0 0 -F- 461bl1038

select count(*) from items

196
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Sysmaster:syssscelem — sample output

uniqgid 5

lru 0

hash 2404

ref cnt 0

hits 0

flag 2

valid 1

locked 0

heap ptr 1176178744
database stores demo
user jmcmahon
stmtstring select count(*) from items

queryplan DISABLED
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Dump query plan from queries in Statement Cache

= New onconfig parameter STMT_CACHE_QUERY_PLAN

# STMT CACHE QUERY PLAN - Stores query plan for each SQL statement
Acceptable values are:

#
# 0 Disabled
# 1 Enabled

» Disabled by default
* Dynamically tunable with onmode —wf/-wm

* Note that if enabled, this WILL consume more of your

STMT_CACHE_SIZE memory!!!!
» Query plan is viewable in sysmaster:syssscelem.queryplan column
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syssscelem.queryplan — sgexplain.out is the same

&« >
database

user
stmtstring

queryplan

199

stores demo
jmcmahon
select count(*) from items

select count(*) from items

Estimated Cost: 1
Estimated # of Rows Returned: 1
1) informix.items: INDEX PATH
(1) Index Keys: (count)

© 2022 IBM Corporation
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Invalidate specific statement in the Statement Cache

= Set sysmaster:syssscelem.valid column to 0 (as user Informix)

update syssscelem set valid = 0 where uniqgid = 6

1 row(s) updated.

= Once statement is invalidated, it cannot be re-validated

» onstat —g ssc (notice ‘D’ flag indicating entry is now invalid)

database

Statement Cache Entries:
uniqid lru hash ref cnt hits flag heap ptr
0 DF- 46431038 stores_demo

0

6 0 2404
select count(*) from items

© 2022 IBM Corporation
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Invalidate specific query in the Statement Cache

» Also notice flag is 0x3 (invalid Ox1 | fully inserted 0x2) and valid is
now O (invalid)

uniqgid 6

lru 0

hash 2404

ref cnt 0

hits 0

flag 3

valid 0

locked 0

heap ptr 1178800184
database stores_demo
user jmcmahon

stmtstring select count(*) from items
queryplan DISABLED
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Lock a query plan in the Statement Cache

» _ocking statement will avoid re-optimization when minor version of
any table in statement changes (i.e. update statistics)

» Set sysmaster:syssscelem.locked column to 1 (as user Informix)

update syssscelem set locked = 1 where uniqgid = 7

1 row(s) updated.

» Statement can be locked and unlocked at any time.

database

» onstat —g ssc (notice ‘L’ flag indicating entry is now locked)

Statement Cache Entries:
uniqid lru hash ref cnt hits flag heap ptr
7 1 2404 0 0 -FL 4621e038 stores_demo jmcmahon

select count(*) from items
© 2022 IBM Corporation
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Lock a query plan in the Statement Cache

» Also notice flag is 0x10 (locked 0x8| fully inserted 0x2) and locked
Is now 1 (locked)

203

uniqid
lru

hash

ref cnt
hits
flag
valid
locked
heap ptr
database
user

stmtstring
queryplan

7

1176625208
stores_demo

jmcmahon

select count(*) from items

DISABLED
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What is Docker

= A tool designed to make it easier to
create, deploy, and run applications by
using containers

» Containers allow a developer to
package up an application with all parts
needed, such as libraries and other
dependencies, and ship it all out as one
package

» The application will run on any other
Linux machine regardless of any
customized settings that machine might
have that could differ from the machine
used for writing and testing the code

» Simple method to create microservices

205
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Images & Containers
* An image is an inert, immutable, object/file

created with the docker build command, and R ——
your application and all of its dependencies @

Installed
— Images are typically stored in a Docker registry such
as |IBM Container Reqgistry or a private registry

* No longer at Docker Hub

= A container is arunning instance of an image

© 2022 IBM Corporation
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Informix Images on IBM Container Registry

Informix Innovator-C Edition

= Free IBM Informix
Database for
limited
production use.

Informix Developer Edition

= Fully featured 100k+ downloads

IBM Informix
Database free for
non-production
use.

207

ibmcom/informix-innovator-c *

By ibmecom - Updated 4 months ago
BM Informix Innovator-C for Linux (64bit)
Sdocker pull ibmcom/informix-innovator-c

ibmcom/informix-developer-database

By ibmcom + Updated 4 months ago
BM Informix Developer Edition for Linux (64bit) - Free database software for developers.

Sdocker pull ibmcom/informix-developer-database

© 2022 IBM Corporation
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Build Your Own

Docker

= This repo
contains docker
build files used
by the Informix
Docker images
on |BM
Container

Registry

= This is an open
source project.
These build files
are not
supported
through
IBM/HCL.

git

https://github.com/informix/informix-server-dockerfiles

Sgit clone https://github.com/informix/informix-server-dockerfiles
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What is Supported?

» Informix usage in containerized or virtual environments

Is fully supported
» If a customer runs supported Informix versions, they can

open support tickets for Informix product

= Informix Developer and Innovator-C Editions are made
available on IBM Container Reqistry as a convenience

— As of Q1 2023
» Docker files used to build the image and scripts used for

custom setup are open sourced and available under the

Apache 2.0 license
= Docker files and associated scripts are maintained by
the Informix community and not entitled for support

through IBM
= As open source, files & scripts may change frequently
© 2022 IBM Corporation
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Run the Docker Image

* To run the docker image use the
docker run command

* Provide any docker run options
as necessary

* Provide appropriate environment
options to configure the docker

container accordingly at run time.

(ex. -e LICENSE=accept)

= \When the container is run for the
first time the database server is
Initialized with oninit -1y

210

docker run —-it -name ifx -h ifx \
-p 9088:9088 \
-p 27018:27018 \
-e LICENSE=accept \
ibmcom/informix-developer-database
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Docker Image Options

= All docker image options are provided
through an environment variable passed in
on the docker run command
— Specify a SIZE option that will auto configure the
Informix database
« Small/medium/large
— Storage of data can be of the following:
* Volume — managed by docker
« Mount Point — user managed directory mount point
» Local storage — data stored inside the container
— Disable various connection ports at runtime
« All connectivity ports are enabled by default

211
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Docker Image Options (cont’d)

— Provide an sql_init_informix.sql file:
» Used to configure/create your Informix instance and
databases

— Provide a user supplied ONCONFIG and SQLHOSTS
file

— Provide scripts to run pre/post oninit within the
container

— Provide a user supplied shell script to configure the
system 100% manually

— Provide a way to bypass initialization and configuration
at runtime

— Allow the Informix HQ server to be started

— Allow the Informix HQ agent to be started and auto
configure with the HQ server
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Use Case — Create a test system

» Create a self contained test system using the
Informix image on IBM Container Registry with all
storage saved within container and saved as a re-
usable docker image

— Connect to the docker container and create any
dbspaces/chunks

— Create databases and tables and load any data needed
for a test system

— Take informix offline
— Commit & save the new docker image

= New docker image can be used as a test system
and is configured with the dbspaces and data that
you created

» Can be passed around to your development
teams for development and testing purposes
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Use Case — Upgrade to Enterprise Edition

» Use the docker image as an installed product and not run any
setup/configuration scripts during startup:

— Run the initial image with an option —e CONFIGURE _INIT=no

— Connect to the docker container

— You are now into an environment where Informix is installed but not configured

— Run the Edition installer to upgrade the database server and create an Informix
database instance per your requirements

— Take informix offline

— Commit and save the new docker image

» This new docker image can be used in your production environment
assuming the correct licensing
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Informix Change Data Stream API
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Informix Change Data Capture (CDC)
» Processes Informix logical logs (log replay)
» Data processed sent to the client application over a large object API
found in many drivers
— ESQL/C example in SINFORMIXDIR/demo/cdc
» Java APl releasing with 14.10.xC2

» Supports basic data types as well as LOBs

— Does not support UDT’s

» Supports a large set of record types
— Begin work, commit/rollback, truncate, insert/update/delete records

» Can be used to stream entire database systems for heterogeneous
© 2022 IBM Corporation
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Informix Data Streaming

» A practice whereby data is manipulated within a database and
events (triggers) are generated by it that can be processed by either
a database or an external application:

— No changes to your configurations or topologies
— Applications are unaffected

» Data is pushed out to users by the server

— Subscription model, get only the data you want to see (rows, changes, etc)
* No polling of the database
 All data can be filtered and preprocessed
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Informix Java Change Data Stream Library API

» Java client library for working with Informix change data capture

= Must have a minimum of JDBC 4.50.JC2 installed
— Includes javadocs, JDBC installer

» syscdcvl database needs to be created and connected to
— Execute the $INFORMIXDIR/etc/syscdcvl.sql script beforehand

» Takes a Data Source objects as a constructor
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Java Sample Code

import com.informix. jdbcx.IfxDataSource;
import com.informix.stream.api.IfmxStreamRecord;

import com.informix.stream.cdc.IfxCDCEngine; (:()f]f]f?(:tl()r] EStrIr]gJ

import com.informix.stream.cdc.records.IfxCDCOperationRecord;

public class CDCExample {
public static void main(String [] args) throws Exception {
String url = args.length > @ ? args[@] : "jdbc:informix-sqli://localhost:20290/syscdcvl:user=informix;password=informix";

~ Data Source & Builder -

IfxDataSource ds = new IfxDataSource(url);
IfxCDCEngine.Builder builder = new IfxCDCEngine.Builder(ds); ’ )
P

builder.watchTable("testdb:informix.cdcTable", "a", "b");
builder.timeout(5); //default 5 second timeout

//Build the engine
try(IfxCDCEngine engine = builder.build()) {

//initialize the engine (creates the connections and begins listening for changes)
engine.init(); ™

IfmxStreamRecord record = null; Inltlallze CDC englne’
//This loop is where you can inject logic that compiles (:()f]f]EB()tl()f] (3f€3£1tl()r1,
//transactions, look for commits, throw away rollbacks .

//The data here is all Java typed, so it can be easily then LJ55t63r155 f()r (jfitfi

//sent to MQTT, other JDBC drivers, streaming engines, or anything

//else you can think of. (If1éir1§36355

hile((record = engine.getRecord()) != null) {

//Print out the basic record information
System.out.println(record);

Loop pulls up
changes in the
data you are

) watching to the app

if(record.hasOperationData()) {

\ //If it is an insert/update/delete, print the column data
System.out.printin(((IfxCDCOperationRecord)record).getData());
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A Lot More Accomplished in A Lot Less Time and Code

* [mportant:
— What was seen on the previous slide was done in ~20 or so lines of code

— Same exact functionality was originally done in Changed Data Capture (CDC)
in Informix version 12 and earlier with Informix ESQL/C and this was

approximately 2000 lines of code

» Powerful method to stream data server changes out of the engine

= Comes with Informix 14.10.xC2 at no extra cost

© 2022 IBM Corporation
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Informix Data Streaming Technology Summary

Smart Trigger Async Post Commit V-1l Socket Streaming
Trigger

Row Filtering
Projection list
Target for trigger
Commit type

Data Format
Data Replay ability
Data Integrity

Blob/Clob/Text/Byte
support

UDT Support
Version Introduced

API support

222

Yes

TCP Pipe/External App

Whole transaction +
rollback

Byte Stream
Yes
Yes

Yes

No
11.50

EsQL/C
Java

Yes

TCP Pipe/External App

Post commit

JSON
No
No
No

No
12.10.xC9

EsQL/C
JDBC
ODBC

Yes

Internal procedure

Post commit

SPL declaration or JSON

On crash/error

Yes
No

No
14.10.xC1

SPL
C-UDR
Java-UDR

No
MQTT Broker

Pre commit

JSON/MQTT Message
No
No
No

No
11.507?

None
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Informix Some New UDR’s

Eia i u
e P

© 2019 IBM Corporation



IBM Data & Al

)
Il ll
Q-

Additional Built in UDR’s

» Defined per database
— Easy for Java to add
— Automatically built-in to the server

— Manual registration process
« May auto register in the future

225
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UUID — Built-in UDR to J/Foundation — Customer Requeste

» UUID

= Returns a universally unique ID 36 characters in length, based on Java’s UUID

= https://docs.oracle.com/javase/7/docs/api/java/util/UUID.html

$ create function UUID() returning char(36) external name 'com.informix.judrs.IfxStrings.getUUID()' language jave
$ create table test(a char(36), b int);

$ insert into test values(UUID(), 5);

$ select * from test;

a b

d8948d42-7b56-4dd3-b522-51a07c818el4 5

1

226

row(s) retrieved.

Based on a Java function to provide a UUID.
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Replace All UDR

= Replace All
- Replace all matches of a character string with another string

- https://docs.oracle.com/javase/8/docs/api/javal/lang/String.html#replac
eAll-java.lang.String-java.lanq.String-

create function REPLACE_ALL(VARCHAR(255), VARCHAR(255), VARCHAR(255)) RETURNING
VARCHAR(255)

EXTERNAL NAME 'com.informix.judrs.IfxStrings.replaceAll(String, String, String)' language
java;

$ CREATE TABLE test(a varchar(255));

$ INSERT INTO test VALUES('I 1like dogs’);

$ SELECT REPLACE_ALL(a, 'dogs', 'cats') FROM

test; a

I Tike cats

1 row(s) retrieved.
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Base64 UDR

» Generates an ASCII Base64 encoding of a binary object
» Careful of the size if the blob is large!

$ create FUNCTION BASE64(BLOB) RETURNING LVARCHAR EXTERNAL NAME
"com.informix.judrs.IfxStrings.encodeBase64(Blob)’

Tanguage java;
$ SELECT id, BASE64(bTlobCoTumn)
AS data FROM blobTable;

id

data

1

228

TG9yzW0gaxBzdw0gzG9sb31gc210IGFtZXQsIH
ZpZGUgaGFizw8gdmvsIGV4LCBpbGx1bSBsYwWIv
cmVzIHF1byB1dC4gRXQgzxJvcyBkzwx1Y3R1cy
BhbnRpb3BhbSB1c3QuIEVzc2vVudCBtzwxpb3]J1
IGFyz3vtzw50dw0gdmltIGvhLCBzaXQgyYXvndw
UgcGxhdG9uzwOg
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JDBC

» Upgrades to IFxBSONODbject.java

— Better performance using RAW bson documents

 Raw documents are the purest form of BSON as compared to the parsed out form into
JAVA objects

— Caching of JISON keys when using raw documents
— More APIs keep BSON documents in ‘raw’ binary form

» Ability to query a char/varchar/lvarchar column and treat it like a CLOB
— Application compatibility feature
— Gets an immutable Clob object

— Can then use clob.getAsciiStream(), position(...), getCharacterStream() and
other read only Clob operations
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Wire Listener

» Faster Performance
— Code path analysis of BSON documents
— 10-15% improvement in speed over common code paths

* Native timeseries queries
— Can directly queries timeseries columns and use timeseries functions like Clip
— Renders the timeseries as a subdocument
— Be aware of the size of the timeseries queried!
http://localhost:28000/stores_demo/system.sgl?query={"$sql" :

"SELECT Clip(raw_reads, '2010-11-10 00:15:00'::datetime year to second,
'2010-11-

10 00:30:00'::datetime year to second) AS results FROM ts_data WHERE
loc_esi_id =4727354321000111}

* Decimall28 support
* Mongo compatibility
= Maps to Informix Decimal
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Shard Join Improvements

*» There have been Improvements in Shard Joins for instances that
use sharding:

» Joins between 2 sharded tables are allowed only when:
— Both the shard table must have the joining column as KEY
— Both must have exactly the same strategy defined on the KEY
— Both must have exact partitioning conditions defined using the KEY
— Both must have same set of the participating nodes
— Only equi-joins are allowed in case of other non-expression strategies
— No cross product among shard tables
— Qualified conditions on the query

* Previously, in some cases errors were produced and in others
nothing was produced except data, even though there were errors
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SELECT *FROM t1, t2 WHERE tl.cl =t2.c1;

» Shard Collection:tl shard Version:0
type:expression
key:c1l Version Column:version
Table:sharddb:informix.t1
utm_group 1 cl between 1 and 3
utm_group_2 clis null or not (c1 between 1 and 3)

» Shard Collection:t2 _shard Version:0
type:expression
key:c1l Version Column:version
Table:sharddb:informix.t2
utm_group_1 cl between 1 and 3
utm_group_2 clis null or not (c1 between 1 and 3)
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Agenda

= What’s New in 14.10.xC27?
— Customization
— Administration
— Usability Enhancements

237
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Customization

» Custom Dashboards
— Single or multi-server dashboards
— Define what monitoring data you want to see
— Drag, drop, resize, select colors to customize the look and feel
— Dynamically change the server or set of servers shown on your dashboard

= Custom SQL sensors
— User-defined SQL based customized sensors data collected by the HQ agent.
— Any sysmaster SQL query can now be turned into a sensor
— Easy to use Ul for defining sensors, including a preview of sensor data

» Extensible Alerting
— Define a custom script to be executed whenever an alerting incident occurs
» Custom dashboards allow you to define Ul pages that show you the
Informix monitoring data that is most important to you
— Single or multi-server dashboards
— Define what monitoring data you want to see
— Drag, drop, resize, select colors to customize the look and feel

*® _ Dynamically change the server or set of servers shown on your dasRBG&tt

orporation
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New Panel

" F

New Dashboard

Informix G O
v New dashboard # Choos: on
Session Memory
Dashboards
) res kB

afio

=
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New Dashboard In Action
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Custom SQL Sensors

» Define your own SQL based sensors to customize what data is
collected by the HQ agent

* Any sysmaster SQL query can now be turned into a sensor

» Easy to use Ul for defining sensors, including a preview of sensor
data
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Create Sensor
Create Sensor

Sensor Management Metrics nsor @

Create Sensor 1

Name @

average_jo_wal

oL Metrics

unt @

Nane .

Detau value @

Create Sensor 2

average_lock_waittime
Kame
average, ook waitime M
unit
Data preview
Detaut vae

ok Wit Time

average_io_waittine average_lock waittine

[ caicutate gota

Create Sensor
Sensor Management Preview
figuration Sensor JSON Preview

» Create Sensor 3

a5 average_io_w

e, avg(lknaittine) as average_lock waittine from sysscolst a, sysrstcd b WHERE 2.address = b.5cb"

vg 10 Wait Tire"
g Lock Wait Time®
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Alerting Configuration

Create Sensor
Data Cleanup Configuration
Sensor Management S0L  Metrics  Sensor  Preview

Server Configuration Sensor JSON Preview

{
User Management id:
name:d

"session_wait_time"
"session Mait Time"

description: "Monitors session wait time"

meta: {
B Bdefﬂl‘.: {

type:
sql:
sleepBetweenExecution: 6@
dataRetentionInterval: 3@
IE‘ defaults: {
average_io_waitti "Avg I0 Wait Time"
average_lock_waittime: "Avg Lock Wait Time"

H

¥
IE‘ metrics: {
|E| average_io_waittime: {
name: "average_lo_waittime"”

Add Sensors

b
|E| average_lock_waittime: {
name: "average_lock_waittime®

H
Name *

Memaory Segments

online Log

Operating System CPU
Operating System CPU per Core

Operating System Disk /O

Operating System Disk
Utilization

Operating System Memory

Operating System Network 1/0

OO 0O 0O0O0O0o0oaod

O

Session Wait Time

Previous 1 Mext

242

"SELECT evgliowaittime) as average io_waittime, svellkweittime) as average lock waittime from sysscblst a,

sysrstcb b WHERE a.address = b.scb”

Description

Monitors the memory segments used by the Informix database server

Monitors the Informix database servers log file

Monitors CPU usage on the operating system

Monitors CPU usage per core on the operating system

Monitors Disk I/0 activity on the operating system

Monitors operating system disk usage for the storage devices used by the Informix database
SErver.

Moniters memery usage on the operating system

Monitors network i/o activity on the operating system

Monitors session wait time

Rows per page:
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Extensible Alerting
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= A new extensible alerting option allows you to define a custom
script to be executed whenever an alerting incident occurs

Informix

Alerting Configuration

Alerting Configuration
Data Cleanup Configuration
Emai Twilio Pager Duty Run Script

Sensor Management

Script notifications in InformixHQ provide an extensible way to integrate InformixHQ's alerting with any alerting mechanism used by your organization.
Server Configuration Script notification is enabled globally by the system administrator.

Use this page to have InformixHQ run a script whenever an alerting incident occurs on any server or group managed by InformixHQ

Configuration

User Management

Script Location examples/exampleAlertScript.sh

Send test message

Test

243 © 2022 IBM Corporation
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Extensible Alerting

* When the “Run Script” alerting notification is enabled

— InformixHQ server will run the specified command on the OS whenever an
alerting incident occurs

— Before running your script, it will set the following environment variables
containing info about the alerting incident

« ALERT ID
« ALERT _TIMESTAMP
« ALERT_SUMMARY
« ALERT _MESSAGE
« SERVER_ID
« SERVER_ALIAS
« GROUP_ID
« GROUP_NAME
« EVENT_URL

"$JSON_ _ ~
"$GROUP_ID™ "$GROUP_NAME™ "$EVENT URL™)

"Content-Type: application/json™ -d "$POST_JSON" -X POST http://localhost
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InformixHQ Administration — What’s New (1)

» Schema Manager
— Browse and view detailed info on the tables and indexes in each database

» Storage > Tables and Indexes
— Analyze the storage characteristics of tables and indexes in each database
— Perform storage optimization actions: compress, shrink, repack, and defragment
— Manage your automatic storage optimization policies

» High Availability
— Visualize and monitor the functioning of the entirety of your HA cluster
— New agent sensors for monitoring HA status and performance

» Enterprise Replication
— Visualize your ER domain
— Find detailed statistics about each Informix node participating in replication

245 © 2022 IBM Corporation



)
Il ll
Q-

IBM Data & Al

InformixHQ Administration — What’s New (2)

= Auto Update Statistics

— Manage automatic update statistics policies, ensuring queries continue to run
efficiently as data changes over time

* Privileges

— Manage database, table, & SQL Admin API level privileges, and internal users
= System Reports

— Full set of detailed reports on aspects of your database server's performance
» Task Scheduler

— Manage and customize tasks for your database server
= Memory Manger

— Visualize and monitor your database server's memory usage

— Configure its Low Memory Manager configuration
= Backups

— New history timeline of your most recent database server backups
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Schema Manager

» The “SQL Console” page from version 14.10.xC1 has been
expanded into a “Schema Manager” in 14.10.xC2

= Schema Manager

— Select a database and browse the objects in that database
Tables

Views

External tables

Collections

System Catalog Tables

— View details about any table object, including...
« Columns
* Indexes
 Constraints

— Run ad-hoc SQL queries against the database

« Page through query results

« See query run time
247 © 2022 IBM Corporation
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Informix

Idev5_serv1

Incidents

Configuration

Logs

Performance

Replication

Schema Manager

Server Administration

Storage

SQL Tracing

System Reports

System Resources

ldev5_servl > Schema Manager

Schema Manager

=] stores_demo ¥
h 4

Search...

5 Info saL

bld_registered

Logged in as: informix Change User

stores_demo > catalog

Table: catalog @

bldi_provided
Owner:
Last modified:
bldi_required First extent:
Next extent:
calendarpatterns Lock level:
Page size:

calendartable

Statistics last updated:

call_type
e Columns
Name
classes
catalog_num
cust_calls
stock_num
customer
manu_code
customer_ts_data
cat_descr
employee
cat_picture
ext_customer
cat_advert
geometry_columns
Indexes

items

Name *  Type
manufact 109_21 Unique
orders 0922 Mo

unique

Statistics level:

informix

August 30,2019

16 KB

16 KB

Page

2KB

Automatic

Aug 30,2019, 11:58:39 AM

Data Type Constraints

u109_21: PRIMARY KEY
SERIAL n109_23: NOT NULL

aa: REFERENCES stock(stock_num)
SMALLINT n109_24: NOT NULL

aa: REFERENCES stock(manu_code)
CHAR() n109_25: NOT NULL
TEXT -
BYTE -

VARCHAR(255, 65) -

Columns Levels Leaves Uniquekeys Clusters Enabled Filtering
catalog_num 1 1 74 9 v x
stock_num, ] M 9 v ®
manu_code

Visible

With Errors

x
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calengartapie DLAUSULY IBVEL AULUTaus
Incidents Statistics last updated: Aug 30,2019, 11:58:39 AM
call.type Columns
Configuration
Neme s Constraints Visible
Logs >
classes u109_21: PRIMARY KEY
tal SERIAL v
catalognum n109_23: NOT NULL
Performance >
cust_calls
B : REFERENCES stock(stock.
stock_num SMALLINT :?09 o NOTNUTLOC (stock_num) v
Replication > -
customer
: REFERENCES stock d
manu_code CHAR(3) a?og 25 NOT NUSLLOC {manu_codz) v
Schema Manager customer_ts_data nibE-2o:
. ) cat_descr TEXT - v
Server Administration > employee
cat_picture BYTE - v
ext_customer
Storage ’ caf_advert VARCHAR(255, 65) - v
SQL Tracing geometry_columns |ndexes
System Reports frems Name “  Type Columns Levels Leaves Uniquekeys Clusters Enabled Filtering With Errors
manufact 109_21 Unique catalog_num 1 1 74 9 v x x
System Resources >
orders log22  MNom  stocknum 1 41 9 v x x
unique  manu_code
se_metadatatable Constraints
se_views Name “  Type Columns Locale Enabled Filtering With Errors
spatial_ref_sys FOREIGN KEY (stock_num, manu_code)
stock_num,
aa REFERENCES stock(stock_num, en_US.819 +« x x
manu_code
spatial_references manu_code)
n109_23 NOT NULL catalog_num en_US819 + x x
spatial_references_expand
n109_24 NOT NULL stock_num en_US819 + x x
st_units_of_measure
n109_25 NOT NULL manu_code en_US.819 + x x
state u109_21  PRIMARY KEY catalog_num  en_US.819 x x
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Idev5_serv1

Incidents

Configuration

Logs

Performance

Replication

Schema Manager

Server Administration

Storage

SQL Tracing

System Reports

System Resources

Idev5_servl > Schema Manager

Schema Manager

= stores_demo v

Search..

bldi_required

calendarpatterns

calendartable

call_type

catalog

classes

cust_calls

customer

customer_ts_data

employee

ext_customer

geometry_columns

items

manufact

orders

se_metadatatable

se_views

h 4

(9

Info sQL

A
.

[3)

Logged in as: informix

SELECT * FROM items where manu_code in (“ANZ", ”SMT")l

Run time: 178ms

item_num order_num stock_num manu_code
1 1ee3 9 ANZ
2 1e@3 8 ANZ
3 1ee3 5 ANZ
2 1885 5 ANZ
3 1085 6 SMT
4 1885 6 ANZ
1 1086 5 SMT
3 1286 5 ANZ
4 1006 6 SMT
5 1886 6 ANZ
1 1088 8 ANZ
2 1608 9 ANZ
1 1ee9 1 SMT
1 1e1e 6 SMT

2 110 3 ANT

quantity

total_price
20
840
99
198
36
43
125
99
36
43
840
1e@
450
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Storage > Tables and Indexes

» Analyze the storage characteristics of the tables and indexes in
each of your databases

— Estimated compression savings
— Page usage

» Perform storage optimization actions
— Compress and un-compress
— Shrink
— Repack
— Defragment
— Remove in-place alters

» Manage your automatic storage optimization policies

251 © 2022 IBM Corporation
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Idev5_servl > Storage > Tables & Indexes

Q
Idev5_servi > Tables & Indexes
) Tables & Indexes Server Optimization Palicies Task Status
Incidents
. Select Database Select Dbspace
Configuration
demodb M All M I:l Include System Catalogs Filter By Al v
Logs >
Q, Search here
Performance >
D Name Type Rows . Extents Space Usage Compressed Used Size Page Usage
Replication >
v [ fragtabl Table 10840 3 - - X 408 KB — — H
Schema Manager
s D Partition Number Partition Name Rows Extents Compressed Used Pages Space Usage
erver
. ' >
Administration
[] oxo0400002 datadbs1 3613 1 x 17 - ——_— H
Storage v
[] oxoos00002 datadbs2 3613 1 x 17 - ——_— H
Spaces
[] oxoos00002 datadbs3 3614 1 x 17 - ——_— H
Pool
[ taor Table 10840 1 - »  x 416 K8 E——— H
Tables & Indexes
tab2 Tabl. 6600 1 [ | b 4 254 KB . |
Backups D a e ' ' H O
Recovery Logs 0 tabs Table 6000 1 - P x 232KB o— H
SQL Tracing > [ fragtabl_id Index 0 3 oEEEE———— X 144 KB o A U
System Reports 0 tabiiox Index 0 1 CEEEEE———— X 68 KB ] H %

252 © 2022 IBM Corporation
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Perform storage optimization actions

u Compress and un-compress Optimize Space X
= Re pacC k Type Object Selected

= Defragment Table

n Compress

Remove in-place alters

Uncompress
Informix i~ Li

Idev5_servl > Storage > Tables & Indexes Repack Consolidate the free space.
> Tables & Indexes )
Shrink  Return free space to the dbspace.
Tables & Indexes Server Optimization Policies Task Status
Configuration SHet i Select Pispce Defragment extents ~ Reduce the number of extents.
demodb v All v D Include System Catalogs
>
Q. Search here [:I Remove IPA  Remove outstanding in-place alter operations.
man
D Name Type - Rows Extents . Space Usage Compress]
€ tior >
Cancel I
> [ fragtabt Table 10840 3 = - X Apply
na |
> [ fragtabi_idx Index 0 3 oEsmmm—— X
; >
J 2 O tew Table 10840 1 - - x 416K8 o H
Stor v
[ tabiio Index 0 1 o] x 68 KB e — | %]
==
O tev2 Table 6600 1 =} T 254 KB ] [, %]
[0 tebs Table 6000 1 ] v 78 KB [ H U

J Tables & Indexes
- © 2022 IBM Corporation
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ldevb_servl > Storage > Tables & Indexes

Q
Idev5_serv1 > Tables & Indexes

‘ Tables & Indexes Server Optimization Policies Task Status
Incidents

. Configure the policies and schedule the task to optimize data storage.
Configuration

Policies
Logs
g > Enable the selected policies

Poli Values
Performance > <

Compress the tables and fragments whose number of rows is greater than the specified value. 50000 Rows
Replication >

Repack the tables and fragments whose percentage of discontiguous storage is greater than the specified value. 50 %
Schema Manager

Shrink the tables and fragments whose percentage of unused space is greater than the specified value. 50 %
Server )

> Defragment the tables and fragments whose number of extents is greater than the specified value 100 Extents

Administration

I:l Remove outstanding in-place alter operations.

Storage v
Specify when to run the task for the enabled policies.
Spaces
Start Time (24 hrs.) Stop Time (24 hrs.) Never
Pool 03 | 00 00 0 : 0 0
Tables & Indexes Repeat every
Days Hours
Backups 07 oo

Recovery Logs 0On the selected days:

System Reports

System Resources > ici
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High Availability

» Visualize your high availability cluster
— Cluster topology
— Primary and secondary server status details
— SMX status

* View and edit HA onconfig parameters

= Monitor the performance of your cluster

— New agent sensors for monitoring HA status and performance:
* HA connection status

HA CPU workload %

HA transaction latency

HA lagtime for each server in the cluster

HA logical log rate (log records processed per second)

HA log backlog

* View the history of these metrics graphically in the Ul
» Can also configure alerts on any of these metrics

255 © 2022 IBM Corporation
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Informix

- Ix utm_servl = Replication = High Availability

4

Ix utm_serv1 > High Availability ¢
ster Metrics - r i

Incidents Cluster Topology Cluster Metrics SMX Info Configuration

Configuration

= Cluster Status Information

oE
Logs > utm_serv1 utm_serv4

PRIMARY HDR Active Connection Managers: 0

Performance by Failover Arbitration: SDSHDR,RSS

= =9
Replication ~ utm_serv2 utm_serv3

sDs 5DS

Enterprise Replication

¢ &

High Availability

utm_servs utrm_senve
RSS R3S
Schema Manager
Server Administration >
Q, Search here...
Storage >
SOL Traci Server Type Replication Status Connection Status Updatable Workload Lagtime (seconds) Approx Log Backlog
) racing
utm_servl PRIMARY Active Connected v 13.74 % 0.00000 -
System Reports
utm_servd HDR Active Connected v 0.03% 0.06082 0
System Resources > utm_serv2 sDs Active Cannected v 0.69% 0.41687 1
utm_serv3 sSDs Active Connected v 1.34% 0.41678 1
utm_servs RSS Active Connected v 6.31% 0.00018 0
utm_servo RSS Active Connected v 6.52 % 0.00022 0
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Informix

e
L

Ix utm_serv1

Setup

Dashboards

Monitoring

Alerting

Permissions

Incidents

Configuration

Logs

Performance

Replication

Enterprise Replication

High Availability

Schema Manager

Server Administration

Storage

SQL Tracing

System Reports

System Resources

Ix utm_servl = Replication = High Availability

High Availability

Cluster Topology Cluster Metrics SMX Info Configuration

Workload
I vim_servt [N vim_serv2 [N utm_senv3 [ uim_serv4 [ uim_serv5

: \M
- MY WM!. il \“

5:11:00 am 5:41:00 am 6:11:00 am

uim_servg

;,' .
b‘ Ii.*.l't'{\u'h'fi |

8:11:00 am

nf‘l

7:11:00 am

T

6:41:00 am

JLAYAY

7:41:00 am

1 |

Lagtime

I vim_serv2 [ vim_serv3 [N vtm_servs [N utm_servs [ vim_servt

1.0
SIS mamma e

09

View last: 4 hours

M

LIWA
it

Latest data timestamp: 09:11:02 AM

0.8
07
0.6
05
0.4
03
0z
0.1

0

5:11:00 am 5:41:00 am 6:11:00 am 6:41:00 am 7:11:00 am 7:41:00 am 2:11:00 am

8:41:00 am O H2000m

Latest data timestamp: 09:11:18 AM

ion
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Ix utm_servl

Setup

Dashboards

Monitoring

Alerting

Permissions

Incidents

Configuration

Logs

Performance

Replication

Enterprise Replication

High Availability

Schema Manager

Server Administration

Storage

SQL Tracing

Systemn Reports

System Resources

Ix utm_servl = Replication = High Availability

High Availability

Cluster Topology Cluster Metrics SMX Info Configuration

Workload
I vim_servi [N vtm_serv2 [ vim_serv3 [N utm_serv4 [N uim_serv5 utm_servé

35
30
25
20

15
|

! 1

T

10 " |

W

.

D AT

Sep9 2PM  Sep9 8PM  Sep 10,2AM  Sep10,8AM  Sep 10,2PM  Sep 10, 8PM  Sep 11,2AM  Sep 11,8AM  Sep 11,2PM  Sep 11,8PM  Sep 12, 2AM  Sep EBBAR 10AM

Latest data timestamp: 09:-10:00 AM

Lagtime

I vt serv2 [ vtm_serv [N vim_serv4 [N vtm_servs [N utm_serve
12

1.0 -

0.8

0.6

0.4

0.2

ob‘ A l ‘

Sep 9, 2FM Sep 9, 8PM Sep 10, 2AM  Sep 10, 8AM  Sep 10, 2PM Sep 10, 8PM  Sep 11, 2AM  Sep 11, 8AM Sep 11,2PM  Sep 11, 8PM  Sep 12, 2AM Sep BhEAR 10AM

Latest data timestamp: 00-10-:00 AM
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O 10 L
Q '
0eg
bx utm_serv1 e
0.6
Setup 04
Dashboards 0z
0 “‘ M l ‘
Menitoring

Sep 9, 2FM Sep 9, 83PM Sep 10, 2AM Sep 10, 8AM Sep 10, 2PM Sep 10, 83PM Sep 11, 2AM Sep 11, 8AM Sep 11, 2PM Sep 11, 8FM

Sep 12, 2AM  Sep ERBAR 10AM

Latest data timestamp: 09-16:18 AM
Alerting

Permissions
Logical Log Rate

Incidents I oo records per second
160
Configuration 140
120
Logs >
g 100
Performance > &0
60
Replication ~ 40
20
Enterprise Replication
N et - A P | -
i — Sep9, 2PM  Sep 9. 8PM  Sep 10,2AM  Sep 10, 8AM  Sep 10,2PM  Sep 10, 8PM  Sep 11,2AM  Sep 11, 8AM  Sep 11,2PM  Sep 11, 8PM  Sep 12, 2AM  Sep EBAR) 10AM
High Availability
Latest data timestamp: 09-16:47 AM
Schema Manager
Server Administration > Approximate Log Backlog
I utr_serv2 [ vtm_serv3 [N vtm_serv4 [N utm_servs [N utm_serve
Storage > 30
- ) 25
SQL Tracing
20
System Reports
15
>
10
5
0 e = l

Sep9 2PM  Sep9 8PM  Sep 10, 2AM  Sep 10,8AM  Sep 10,2PM  Sep 10,8PM  Sep 11,2AM  Sep 11, 8AM  Sep 11,2PM  Sep 11,8PM  Sep 12, 2AM  Sep ERBAR 10AM

Latest data timestamp: 09-16:53 AM
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Informix

- |x utm_serv1 > Replication = High Availability

Q

bx utm_serv1 > High Availability 1
Incidents Cluster Topology Cluster Metrics SMX Info Configuration

) Q. Search here
Configuration

L > Name Type Total Number of Network Pipes Encryption Status Compression Status Total Bytes Sent Total Bytes Received Total Retries for Write Call
0gs
utm_serv3 sDs 3 Disabled Disabled 67.32KB 4738 KB o
Performance >
utm_serv2
Replication v m_servd Informix

Ixutm_servl > Replication = High Availabili
utm_servd R ? ¢ &

Enterprise Replication

utm_servs R{

High Availability Ix utm_serv1 > High Availability
Cluster Topology Cluster M SMX Info Configuration
. Incidents
Schema Manager ——
Conﬂguramon Hide descriptions H Show dynamic only Filter By Al A n
Logs > Q@ Search for Parameter...
Performance > Parameter * Value
. DRAUTO
Replication v 0
Specifies a HDR-failover method for HDR high-availability systems.
Enterprise Replication DRIDXALTO
Specifies whether the primary High-Availability Data Replication (HDR) server automatically starts index replication if the secondary HDR server detects a corrupted 0
High Availability index.
DRINTERVAL
Schema Manager 0

Specifies the maximum interval in seconds between flushing of the high-availability data-replication buffer. To update synchronously, set the parameter to-1.
Server Administration > DRLOSTFOUND

Specifies the path name to the HDR lost-and-found file. This file indicates that some transactions were committed on the HDR primary database server that werenot ~ /0Pt/informix_14.10/etc/drlostfound
Storage > committed on the secondary database server when the primary database server experienced a failure.

DRTIMEQUT
SQL Tracing

For high-availability data-replication pairs, specifies the length of time, in seconds, that a database server in a high-availability data-replication pair waits for a
transfer acknowledgment from the other database server in the pair.

System Reports
ENABLE_SNAPSHOT_COPY

System Resources pd Enables or disables the ability to clone a server by using the ifxclone utility
ENCRYPT_HDR
0
Enable or disable HDR encryption.
ENCRYPT_SMX
Sets the level of encryption for high-availability configurations on secondary servers. 0 = Do not encrypt. 1 = Encrypt where possible. Encrypt SMX transactions when 0

the database server being connected to also supports encryption. 2 = Always encrypt. Only connections to encrypted database servers are allowed.

260 FAILOVER_CALLBACK

Specifies the script executed by the database server when a database server transitions from a secondary server to a primary or standard server.
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Enterprise Replication

» Visualize the topology of your ER domain

* ER node list
— Member servers (stand-alone vs. cluster)
— Node type (root, non-root, leaf)
— Server version

* ER node statistics
— Capture, apply, and network status
— Number of connection nodes
— Pages until block
— Spooled and pending transactions
— Disk usage
— Average latency
— Fail rate
261 — ATS/RIS file count
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Informix

Ix utm_serv1

Incidents

Configuration

Logs

Performance

Replication

Enterprise Replication

High Availability

Schema Manager

Server Administration

Storage

SQL Tracing

System Reports

System Resources

262

v

>

lx utm_serv1 > Replication = Enferprise Replication

Enterprise Replication

-]
T
utm_grou...

Q. Search...

Name State
utm_group_1 Active
utm_group_2 Active
utm_group_3 Active

==

utm_grou...

Type

Root
Monroot

Leaf

[,

utm_grou...

Members

utm_serv1, utm_serv2

utm_serv3

utm_servd, utm_servs

utm_group_1
Capture

Status: Running

Pages until block: 17407

Send queue

Spooled transactions: 0

Disk

Used: 921 B/ 48.83 KB (1.8%)
Network

State: Running
Connected nodes: 1/ 1

Receive queue
Pending transactions: 0

Apply

State: Running

Average latency (seconds) 0
Fail rate (transactions/s): 0
ATS file count: 0

RIS file count: 0

Version
14.10.FC1B2
14.10.FC1B2

14.10.FC1B2

© 2022 IBM Corporation
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Informix

Q

Idev5_servi

Incidents

Configuration

Logs

Performance

Replication
Enterprise Replication
High Availability

Schema Manager

Server Administration

Storage

SQL Tracing

System Reports

System Resources

263

Idev5_servl > Replication > Enterprise Replication

Enterprise Replication

er_node_15

om
=
er_node 36
=e
=

er_node_33

Q. Search,

Name

er_node_0

er_node_1

er_node_2

er_node_3

er_node_4

=t
= om®
TT =
- er_node 13 =
= er.node 19
=
er_node_17 om®
)
me er_node 20 -
= S5
er_node_6 er_node 21
=*
=* o node 22
L]
ernods 3 =’ =
e = =* -
- er_node_1 = Eronode. 22
=
er_node 0 me
o
%. }n. er_node_24
== =
er_node_2 er_node_8 =.
=
me g er_node 25
=
er_node_14 er_node.d =
=
= .
er_node_3 5
=
. o= er_node 26
= =
= &r_node_10-
ernode 13 m®
node_| om® )
= o=
= er_node_11
er_node_12 om®
. =
E =
E=3 #1002 27
er_node_33 o=
om® LE 28
= —— @ node 2
= ] = e
er_node_32 er-node 31 &r_node_20
State Type Members
Active Root server_0
Active Root server_1
Active Root server_2
Active Root server_3
Disabled Root server_4

er_node_0
Capture

Status: Running
Pages until block: 19046

Send queue

Spoaled transactions: 0

Disk

Used: 921 B/ 48.83 KB (1.8%)
Network

State: Running
Connected nodes: 1/1

Receive queue

Pending transactions: 0
Apply

State: Running

Average latency (seconds): 0
Fail rate (transactions/s): 0

ATS file count: 0
RIS file count: 0

Version

14.10.FC1
14.10.FC1
14.10.FC1
14.10.FC1

14.10.FC1
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Auto Update Statistics

» Manage your automatic update statistics policies, ensuring your
gueries continue to run efficiently as your data changes over time

Informix

ldev5_servl > Server Administration > Auto Update Statistics

Q
Idev5_servi > Auto Update Statistics
) Overview Configuration Alerts Commands
Incidents
Configuration Statistics Summary Last evaluation completed at 20190830 16:10:30 Evaluate Now H Clean Up ‘
Tables Missing Statistics
Logs >
0
Performance >
Large Tables Needing Statistics Refreshed
Replication > 46
Schema Manager @®  Small Tables Needing Statistics Refreshed
_ 661
Server Administration v
®  Tables With Refreshed Statistics
Auto Update Statistics
0
Privileges o
Auto Update Statistics by Database Auto Update Statistics Refresh will run at 2019-08-31 01:11:00
Task Scheduler Last Time Checked ,  Database Tables Missing Statistics Large Tables Needing Statistics Refreshed Small Tables Needing St
Storage > 2019-08-30 16:10:30 collectiontest 0 0 0
2019-08-30 16:10:29 agg_framework26 0 5 66
SQL Tracing
2019-08-30 16:10:28 utf8db 0 3 38
System Reports 2019-08-30 16:10:28  stores_demo 0 0 103
2019-08-30 16:10:27 jaipdb 0 2 40
System Resources > Jap
2019-08-30 16:10:26 sysmonitor 0 4 39
2019-08-30 16:10:26 demodb 0 10 46
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Idev5_serv1
Incidents
Configuration
Logs
Performance
Replication
Schema Manager
Server Administration
Auto Update Statistics
Privileges
Task Scheduler
Storage
SQL Tracing
System Reports

System Resources

265

ldevs_servl > Server Administration > Auto Update Statistics

Auto Update Statistics
Overview Configuration Alerts Commands
Auto Update Statistics Schedule
Name Start Time Stop Time Run Frequency M T w T F S S Enable
Auto Update Statistics Evaluation 01:00:00 01:10:00 100:00:00 v v v v v v v v
Auto Update Statistics Refresh 01:11:00 05:00:00 1 00:00:00 [x] [x] [x] [x] [x] v v v
Auto Update Statistics Configuration Configure Database Priority
Name Description Value
AUS_AGE The statistics are rebuilt after this many days. 30 days &
AUS_CHANGE The statistics are rebuilt after this percentage of data has changed. 0% &
AUS_AUTO_RULES Ensures a base set of guidelines are followed when building statistics. on #
AUS_SMALL_TABLES  Tables containing less than this number of rows will always have their statistics rebuilt. 100 rows #"

AUS_PDQ

Thread

Update statistics executes with this PDQ priority. 10 priority ,I‘

The Auto Update Statistics Refresh task runs with this number of threads. 1 threads #"

Auto Update Statistics

Overview Configuration Alerts Commands

Update Statistics Commands Commands | Pending v

Q, Search..

Command

UPDATE STATISTICS LOW FOR TABLE agg_framework26:informix.aggregationresults

UPDATE STATISTICS HIGH FOR TABLE agg_framework26:informix.myoutcollection(id) RESOLUTION 0.50 DISTRIBUTIONS ONLY FORCE
UPDATE STATISTICS LOW FOR TABLE agg_framework26:informix.myoutcollection

UPDATE STATISTICS HIGH FOR TABLE agg_framework26:informix.zipcodes(id) RESOLUTION 0.50 DISTRIBUTIONS ONLY FORCE
UPDATE STATISTICS LOW FOR TABLE agg_framework26:informix.zipcodes

UPDATE STATISTICS HIGH FOR TABLE agg_framework26:informix.orders(id) RESOLUTION 0.50 DISTRIBUTIONS ONLY FORCE



)
Il ll
Q-

IBM Data & Al

Privileges

* View and manage privileges on your database server
— Database level privileges
— Table level privileges
— SQL Admin API privileges
— Internal users (mapped users)
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Idev5_serv1
Incidents
Configuration
Logs
Performance
Replication
Schema Manager

Server
Administration

Auto Update Statistics
Privileges

Task Scheduler

267

ldevs_servl > Server Administration > Privileges

Manage Privileges

Database Table SQL Admin API Internal Users

Select Database

store:

Grant New Privilege

User Name for Privilege Select Privilege

Enter User Name.. - Select Privilege - v m
Database-Level Privileges
Q Search here.
User Name - Privilege - Default Role -
informix DBA 4
public RESOURCE  ¢*

Revoke

o

]

Idevs_servl > Server Administration > Privileges

Q
Idev5_servi > Manage Privileges
. Database Table SQL Admin API
Incidents
R Select Database
Configuration
stores_demo v
Logs >
Grant New Privilege
Performance > User Name for Privileges Table Name
userl informix.employee
Replication >

Table-Level Privileges
Schema Manager

Q Search here.

Server Administration v
Table Name -

Auto Update Statistics
informix.bld_registered
Privileges
informix.bldi_provided
Task Scheduler
informix.bldi_required
Storage >

informix.calendarpatterns

SQL Tracing

informix.calendartable
System Reports

Internal Users

Select Privileges from Below

OO -~ ~

User - Grantor -
informix

informix

informix

public informix
public informix

Privileges

0000 -
0000 -
0000 -
00000 -
00000 -

References

Under

Revoke

2 = = O
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System Reports

» Detailed reports on aspects of your database server's performance

«

System Reports FiterBy = A

Q Search for report

Name * Description

Lock List View all locks on the database server.

Locks per Session View lock statistics per user session

Locks per Table View lock statistics per table

Locks with Waiters View locks that have other users settings waiting on them

Session Activity View statistics on the activity performed by each user session, including CPU time, rows processed, and page reads and writes
Slowest SQL Statements View SQL tracing statistics for the slowest SQL statements.

SQL Caches View cache statistics and hit ratios for each SQL cache

SQL with the Highest Estimated Cost View SQL tracing statistics for the SQL statements with the highest estimated cost

SQL with the Most Buffer Activity View SQL tracing statistics for the SQL statements with the most buffer activity.

SQL with the Most I/0 Time View SQL tracing statistics for the SQL statements with the most I/0 time

Table Activity View lock, cache, read and write, and insert, update, and delete statistics per table.

Table Buffer Pool Activity View buffer pool cache rates per table.

Table Extents View the number of extents per table

Update Statistics View information on the late recent update statistics for each table.

Waiting Sessions View sessions waiting on resources

Previous n Next Rows per page: 20 v
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269

Q

Idev5_servi

Incidents

Configuration

Logs

Performance

Replication

Schema Manager

Server Administration

Storage

SQL Tracing

System Reports

System Resources

ldev5_servi

> System Reports > Session Activity

Session Activity

User

informix

informix

informix

informix

informix

informix

usr2

usr3

vonbarg

userl

usr2

Client Program

Thread[id: 100, name:Thread-90,

path:/C:/Users/erika kuehnhausen/.gradle/caches/modules-2/files-
2.1/com.informix/jdbc/4.10.11/5fa58b06d85bdb6db831coc92da24ed3374e9530/jdbe-
4.10.11 jar]

Thread[id: 107, name:Thread-91,
path:/C:/Users/erika.kuehnhausen/.gradle/caches/modules-2/files-
2.1/com.informix/jdbc/4.10.11/5fa58b06d85bdb6db831 ccc92da2ded3374e9530/jdbe-
4.10.11 jarl

Threadl[id:102, name:Thread-92,
path:/C:/Users/erika.kuehnhausen/.gradle/caches/modules-2/files-
2.1/com.informix/jdbe/4.10.11/5fa58b06d85bdb6db831ccc92da24ed3374e9530/jdbe-
41011 jarl

Thread[id:103, name:Thread-93,

path:/C:/Users/erika kuehnhausen/.gradle/caches/modules-2/files-
2.1/com.informix/jdbc/4.10.11/5fa58b06d85bdb6db831coc92da24ed3374e9530/jdbe-
4.10.11 jar]

Thread[id: 104, name:Thread-94,

path:/C:/Users/erika.kuehnhausen/.gradle/caches/modules-2/files-
D Vienm infarmivlidha/A 1011 /B2 B0RNAAQRERARAARR 2T ~rr02A2242A22TAQR2N fidkea_

SID

30

31

32

33

222

1194

1757

1696

1724

172

1770

PID

10056

10056

10056

10056

10056

CPU Time

092

3.03

36

3.1

017

10 Wait Time Rows Proce:
0 77
0.53 72894
1.1 152937
1.37 116502
0 0

0 98

0 78

0 78

0 78

0 78

0 78
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Informix

Idev5_servi v

Setup

Dashboards

Monitoring

Alerting

Permissions

Incidents

Configuration

Logs >
Performance >
Replication >

Schema Manager

Server
Administration

Auto Update Statistics
Privileges
Task Scheduler
Storage >
SQL Tracing

System Reports

270

ldev5_servl > System Reports > SOL with the Highest Estimated C...

SQL with the Highest Estimated Cost

From Date 2] HH | MM Update Report
To Date =] HH 1 MM n

#1
SQL Statement

SELECT bson_value_lvarchar(data,name’) as namespace, bson_value_lvarchar(data,table’) as table FROM ( SELECT

({name:"|[trim(NVL(site, DBINFO(dbname’) || " || tabname))||", table:"|[tabnamel|"}):json:bson AS data FROM systables WHERE tabid > 99 AND
bitand(flags,0x00000C00") > 0 UNION ALL SELECT bson_value_document(jparam:json::bson,ns’)::bson as data FROM sysindices where
bitand(indexattr,4) = 4 and jparam is not null) WHERE bson_value_lvarchar(data,name’) = ?

Query Tree
1. Merge
Cost 1
Estimated rows 1
Actual rows 1
Elapsed Time 0.0006
2. Seq Scan 3. Seq Scan
Cost 9 Cost 3
Estimated rows 1 Estimated rows 1
Actual rows 1 Actual rows 1
Elapsed Time 0.0003 Elapsed Time 0.0002
Statement Statistics
Session ID User ID Database Statement Type PDQ Statement Completion Time Response Time
1913 200 <None> SELECT NA 2019-08-30 16:05:50 0.0004225

Page Reads  BufferReads  Reads Cache DataBuffer Reads  Index Buffer Reads  Page Writes  Buffer Writes  Writes Cache

'022 IBM Corporation
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Task Scheduler

» Manage and customize sysadmin tasks for your database server
» Ad-hoc task executions
Informix

Idev5_servi

> Server Administration
Idev5_servi

Task Scheduler

Setup

Task Scheduler

Task Setup x
Scheduler Details Run History
Task Name & Group
Task Name Select Group
Dashboards Q Search
Auto Update Stal RFORMANCE
Monitoring Name Number of Executions Average Time (s) Total Time (s) Last Run Time Dascriplion
To Evaluate whici should hav ind di hed.
Alerting mon_command_history 5 0 00 2019-08-30 11:00: Specily schedule for Task
Start Time (24 hrs.) Stop Time (24 hrs.)
Permissions maon_config 5 0.07 00.37 2019-08-30 05:00 o 10 00
. Frequency Data Delete Interval
Incidents mon_config_startup 1 0.01 00.01 2019-08-26 11:01 o 00 00 00 0 o1 00 00
. Days
Configuration . . .
Loas Y Specify the result table to store senser data
: mon_profile 102 1] 00.53 2019-08-30 16:00:
Result Tabile Name
Performance > Enter Table Name
mon_chunk 102 0 0015 2019-08-30 16:00.
statement to table
S0L Staternent
Enter Your SOL Statement Here
Specify the command for Task
Command
|
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Memory Manager

» Visualize and monitor your database server's memory usage
» Configure its Low Memory Manager configuration

Informix L]

Used

Start Threshold Sessions Terminated

10 MB

Stop Threshold
MB

Last Reduction
Idle Session Threshold

360 Seconds
Last Restoration

272 © 2022 IBM Corporation




IBM Data & Al

Backups

Informix

I
I
@

= New history timeline of your most recent database server backups

localhost > Backups
localhost > Backups n
Incidents Status Configuration Logs
Configuration
Logs >
Backup Level Status Time Since Last Backup Time Until Next Backup
Performance > Level 0 4 days ago 2019-09-16 23:00:00 Run level 0 backup
Level 1 Qo adayago 2019-09-17 23:00:00 Run level 1 backup
Replication >
Level 2 (] 10 hours ago 2019.09-18 23:00:00
1ema Manager
Backup History Timeline
Server Administration >
View last: 30 days v
orage e
Sep 10, 1PM Sep 11, 1AM Sep 11, 1PM Sep 12, 1AM Sep 12, 1PM SeD"IJ 1AM Sep 13, 1PM
Poo
Level 0
Tables & Indexes
Backups
273

Sep 14, 1AM Sep 14, 1PM
| Level 1 I Level 2

Sep 15, 1AM

Sep 15, 1PM Sep 15, 11PM
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Usability Enhancements

» Centralized user permission management

— View and manage the entirety of a user's permissions within InformixHQ in a
single place.

» Group incidents page
— View all of the alerting incidents that occurred on an entire group of Informix
servers from one centralized page

* New logging framework
— Logback logging framework
— Allows for a better out of the box logging experience
— Provides enhanced options for logging customization
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Centralized User Permission Management

Informix

Q Search

Name *

User Management admin

user]
user2
user3

userd

View and
manage all of
a user's
permissions
within
InformixHQ in
a single place.

275

User Management

Use this page to create new users, lock and unlock users, control which users have System Administrator privilege for InformixHQ, and reset user passwords. To grant and revoke permissions for a
user on a particular server or group, you must go to the server or group’s Permissions page.

New User
User Info

Username
userl
New Password

L] System Administrator

Account Status

&)

© Unlocked

© unilocked

© Uunlocked

© Unlocked

Locked

Select Permissions

Groups & Servers

~ I RootGroup

~ mm Cluster

= Ixutm_servl

= Ixutm_serv2

= xutm_sen3

= Ixutm_servd

= Ixutm_servs

= Ixutm_servé

= lotalhost

a0 f

+ Create User

;S o
5
;S o
;S o
L

sqQL

O 0000000

g

Administer

O

O0O00O00DO0

<]
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Group Incidents Page / Logback

o r—— View all alerting incidents
occurring on an entire
Informix server group from

Alerting Incidents

[]  serverName fessage m .

0w one centralized page
=¥

O s

Logback logging framework i —

Allows for a better out of the box
logging experience

Provides enhanced options for I
logging customization
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Backup Encryption

» Encryption of Data at Rest is not enough. Data is backed up regularly,
creating multiple copies of the data; the short and long term storage of
which, while obviously a necessity, also creates a security headache.

» Backups can also be encrypted as part of Informix 14 natively, allowing
you to close the security loophole of unencrypted backups and this

also includes your logical log file backups.
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Off Site Key Storage

* The encryption keys for performing the encryption of data have to
stored somewhere as well and storage of the keys on the same
database server has been the practice due to a lack of ability to store
them anywhere else:

— Keys can now be stored off server, for example, using Amazon Key Store, as first
of several industry standard key storage practices coming available in Informix 14
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Stronger — TLS 1.2 Upgrade (1)
* Industry standard protocols for secure communications with SSL have
changed time; earlier SSL TLS based standards have been hacked on

multiple software products and on multiple occasions.

* Informix 14 and previous releases relies upon IBM’s GsKit for all of the
encryption needs of the product. Informix 14 SSL is upgraded to the

more secure TLS 1.2 standard from the current insecure 1.1 (and
earlier for older Informix releases) for connectivity encryption between

— Clients and servers
— Servers and servers

boration
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Stronger — TLS 1.2 Upgrade (2)

* The current industry standard is now TLS 1.3 as of August 2018 and is
supported starting in 14.10.FC6

— Insecure TLS 1.1 is deprecated by Informix in 14.10.FC8

— No change to your Informix code usage of SSL, it simply implements the TLS 1.2
protocol under the covers by default if you are on Informix 14.1
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Stronger — Other Long Time Features

* While not new to Informix as a product, it has been possible for 10
years+ to encrypt all connectivity between all servers and between all
clients and servers, and to create two-factor authentication for client
applications via the Pluggable Authentication Module (PAM):

— Ciphers and keys for these are completely different than those used for backups
and disk storage
 Building a better mouse trap .....

— Hacking communications ports is the oldest trick in the book for Linux/Unix
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Stronger — Remote KeyStore Location

» Customers using encryption are faced with the issue of where to
store the encryption keys so as to not allow the possibility of them
being stolen and remotely hacked, Informix 14 allows:

— Off server user specified storage locally
— Default local directory location database server storage

— Remote offsite networked key storage, initially via AWS Key Storage service
* More to come here, including KMIP, in Informix 14 futures
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Faster — Up 10% Due to New Software Infrastructure

= I[nformix is overall out of the box at least 10% faster on most

platforms:
— Due to changes in overall compilation software infrastructure

— Using more modern compilers
— Resulting in tighter and faster object and compiled code

© 2022 IBM Corporation
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Faster — Replication Infrastructure

» RSS replication infrastructure is rewritten resulting in a benchmarked
500% performance improvement of data replication between servers.

RSS Log Replay Performance Chart

——12.10xC11 ——14.10.xC1

Heavy volume customers in
the 14.1 beta have reported
300+% increase in
performance

Completed in <12
mins

Log Replay Rate

Completed in <12
mins

Time (Minutes)

12.10xC11 121933.95 108239.80 125419.80
285 RSS performance build  666852.86 127553.60 832901.00 © 2022 IBM Corporation
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Faster — Other Enhancements to Replication

» Configurable log buffers for log replay for replication on secondary
servers
— More resource means more work getting done in less time

» Configurable poll time for application of long apply thread prior to
polling for new work before yielding

= New configuration parameter for optional non-blocking checkpoints at
RSS

— Much less to no contention now on RSS from checkpoints, more transaction
processing work done

— Previously could be blocking checkpoints
* No processing work done on secondary during the duration of these checkpoints

= New configuration parameter for tunable data-replication (DR) buffers
of logical log buffer size on HA cluster servers (HDR Primary &

Secondary, SDS, RSS).
— More memory to apply to those transactions means better performance
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Faster — Java, JDBC, J-Foundation et. al

» Large Object access time decrease by 30%
— Network round trips reduced from 10 to 6 for preprocessing LOB’s
— Configurable client-side statement cache implemented

= JSON BSON Library upgraded from Version 2.14 to 3.8
— Result is less CPU usage and back and forth between client and server
— Wire listener benefits

= Stability and performance

— 24,000 lines+ of code touched
« Hundreds of warnings and static code analysis issues were fixed

— Upgraded JDBC from 3.1 to 4.50.1

— Upgraded code to Java 1.8 from 1.2
* New libraries, coding standards, structures, added generics, etc.

— Created entire new build and development process for Java code
 Easier build and deploy

— LOB access is ~30% faster

287 _ _ . _ © 2022 IBM Corporation
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Faster - Other Improvements

» Automatic class registration

— Instead of having to write out each CREATE PROCEDURE/FUNCTION
statement for every UDR you want (and its corresponding GRANT/DROP
statement

— Now you can just provide the class name and j/Foundation will automatically scan
it and create the SQL for you.

— First release supports basic types
» Uses a properties file you save in your .jar file

register-class-name: MyUdr, com.informix.SomeOtherUDR \
com.yourcompany.CoolUdr;

register-class-prefix: j_

register-class-default-grantees: PUBLIC

» Produces auto-generated SQL and execute when applicable like such:

CREATE PROCEDURE j _coolUDR(integer) EXTERNAL NAME

‘myjar.com.yourcompany.CoolUdr(int)’ LANGUAGE JAVA;

GRANT EXECUTE ON j _CoolUDR to PUBLIC;

DROP PROCEDURE j_CoolUdr;

© 2022 IBM Corporation
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Flexible - New features — Logging in J/Foundation

* New logging framework uses Logback

— Much faster (2x) than the previous serialized/synchronized logger
 Better for server side UDR’s in terms of performance

— Uses SINFORMIXDIR/extend/Krakatoa/logback.xml file

» Defines the loggers, levels, output file, log rotation
* Prior log rotation didn’t really work very well ...

= Added option for disabling J Foundation security manager
— Eats up performance and didn’t really do much of anything

» Batching server API calls leads to improved performance

— Less memory recycling activity due to caching points usage to server shared
memory

* Only 2 .jar files shipping with the server, previously 5
— All packed into krakatoa.jar (jdbc.jar, etc)

289 © 2022 IBM Corporation



(o

()
i
@

I

-
I
b

IBM Data & Al

» Informix HQ, a light-weight web based monitoring tool with ability to

Flexible - Administration Improvements — Informix HQ
scale and monitor many nodes, is the graphical monitoring tool of
the future to monitor and work with Informix database servers:

— Open Admin Tool to be replaced over the next year+ within the product bundle

* OAT could not screen refresh for data in motion
« Dependency on Flash, which is no longer available or manufactured

— On-going software development process
« HQ is not complete with OAT’s current functionality until minimally end of this year.

Informix- (]

98.95%

2334
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Flexible - Easier Migration of Database Servers Online
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* The new Enterprise Replication migrate server feature allows you to
migrate an entire database server (or database) to another, located
locally, externally or in the cloud, to the same or different operating
system on the target server, and from one page size to another, so that
there is no data loss:

- This can be done all at once or in a user determinable 6 ordered steps

- Eventually, will become one-click replication in 14.1 from a to b, possibly via
Informix-HQ

- Transactional, online
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Flexible - Simplified Product Upgrades

* The new product key system to perform product version upgrades
allows a simplified method to do product upgrades and does not
require a complete uninstall of old and reinstall of new

— No longer installs the entire product for upgrades, just the differences
— Changes the software tag if you change editions
— Less time and issues and no uninstall/reinstall

— A couple of new files specifically named by edition installed

— No longer installs the entire Informix product, unless new

— Has you accept the IBM specific license agreement for that Informix edition

— Installs the license files previously indicated

— Installs edition specific software type files

— .Jar file can be installed after the installation or the install can install the .jar file
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» Workgroup Edition now has 24 core and 32 GB of memory limits,

Flexible - Upgraded Informix Workgroup Edition resources

significantly higher than previous limits:
— No additional functionality has been allowed that is found in Enterprise Edition

for example
— Customers will be able to process higher levels workloads here.

© 2022 IBM Corporation
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Flexible - Informix 14 Enterprise Edition Includes Compression

IBM Data & Al

* Previously a for-charge item, included at no additional charge.

» Allows customers on Enterprise Edition to put more data on a page
and more data within a buffer pool page, thereby reducing disk 1/O
retrieval and increasing performance.

» Compression rations are data dependent and have been seen in the
range of 2-1to 6-1, with 4-1 being most common.

» [n particular, character columns and dates across entire records with
lots of repeating patterns are particularly attractive to compression.

— Numeric columns with few repeating patterns, such as the answer to 22/7 are
least attractive.

» A good way to extend hardware life with constrained resources and
budgets, now free in Enterprise Edition
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Flexible - SQL Enhancements - CTE

» SQL-1999 compliant Common Table Expressions (CTE) have been
added to Informix 14 and can be regarded as alternatives to derived
tables from a subquery, views, and inline user defined functions

— Customer requested ......
— One less thing to be rewritten in migrating from other database products to

Informix.

* They are a temporary named result set of data, derived from a simple
SQL query and within the execution scope of a select, insert, update

or delete statement.

= Fast ....

© 2022 IBM Corporation
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Flexible - SQL Enhancements - CTE

* The following situations are supported:
— Simple CTE
— Recursive CTE
— Multiple CTE, nested recursive
— CTE with Insert, Update, Delete statements
— CTE In view
— CTE in SPL
— CTE in Trigger
— Union, Intersect cases
— CTE in subquery
— Select <expression> without ‘from table’
— Recursive CTE CYCLE clause
— Performance
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Further Info

= PCI| DSS standards
— https://www.pcisecuritystandards.orqg/

= POSIX functions:
— https://pubs.opengroup.org/onlinepubs/9699919799/functions/syslog.html

= POSIX header:
— https://pubs.opengroup.org/onlinepubs/9699919799/basedefs/syslog.h.html

» rsyslog web site:
— https://rsyslog.com/

» rsyslog manual:
— https://www.rsyslog.com/doc

= |IBM Informix 14.10 documentation for ON-Audit and ON-ShowAudit

— https://www.ibm.com/support/knowledgecenter/SSGU8G 14.1.0/com.ibm.sec.do
c/ids au 001.htm (overview)

— https://www.ibm.com/support/knowledgecenter/SSGU8G 14.1.0/com.ibm.sec.do
c/ids au 089.htm (ON-Audit)

— https://www.ibm.com/support/knowledgecenter/SSGU8G 14.1.0/com.ibm.sec.do
298 cfids_au_103.htm (ON-ShowAudit) ©2022 IBM Corporation
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https://pubs.opengroup.org/onlinepubs/9699919799/functions/syslog.html
https://pubs.opengroup.org/onlinepubs/9699919799/basedefs/syslog.h.html
https://rsyslog.com/
https://www.rsyslog.com/doc
https://www.ibm.com/support/knowledgecenter/SSGU8G_14.1.0/com.ibm.sec.doc/ids_au_001.htm%20(overview)
https://www.ibm.com/support/knowledgecenter/SSGU8G_14.1.0/com.ibm.sec.doc/ids_au_089.htm%20(ON-Audit)
https://www.ibm.com/support/knowledgecenter/SSGU8G_14.1.0/com.ibm.sec.doc/ids_au_103.htm%20(ON-ShowAudit)
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Further Info (2)

= Informix Documentation — What’s New in Version 14
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Legal Disclaimer

« © IBM Corporation 2015. All Rights Reserved.

« The information contained in this publication is provided for informational purposes only. While efforts were made to verify the completeness and accuracy of the information contained
in this publication, it is provided AS IS without warranty of any kind, express or implied. In addition, this information is based on IBM’ s current product plans and strategy, which are
subject to change by IBM without notice. IBM shall not be responsible for any damages arising out of the use of, or otherwise related to, this publication or any other materials. Nothing
contained in this publication is intended to, nor shall have the effect of, creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and
conditions of the applicable license agreement governing the use of IBM software.

« References in this presentation to IBM products, programs, or services do not imply that they will be available in all countries in which IBM operates. Product release dates and/or
capabilities referenced in this presentation may change at any time at IBM’ s sole discretion based on market opportunities or other factors, and are not intended to be a commitment
to future product or feature availability in any way. Nothing contained in these materials is intended to, nor shall have the effect of, stating or implying that any activities undertaken by
you will result in any specific sales, revenue growth or other results.

« If the text contains performance statistics or references to benchmarks, insert the following language; otherwise delete:

Performance is based on measurements and projections using standard IBM benchmarks in a controlled environment. The actual throughput or performance that any user will
experience will vary depending upon many factors, including considerations such as the amount of multiprogramming in the user's job stream, the 1/0 configuration, the storage
configuration, and the workload processed. Therefore, no assurance can be given that an individual user will achieve results similar to those stated here.

« If the text includes any customer examples, please confirm we have prior written approval from such customer and insert the following language; otherwise delete:

All customer examples described are presented as illustrations of how those customers have used IBM products and the results they may have achieved. Actual environmental costs
and performance characteristics may vary by customer.

« Please review text for proper trademark attribution of IBM products. At first use, each product name must be the full name and include appropriate trademark symbols (e.g., IBM
Lotus® Sametime® Unyte™). Subsequent references can drop “IBM” but should include the proper branding (e.g., Lotus Sametime Gateway, or WebSphere Application Server).
Please refer to http://www.ibm.com/legal/copytrade.shtml for guidance on which trademarks require the ® or ™ symbol. Do not use abbreviations for IBM product names in your
presentation. All product names must be used as adjectives rather than nouns. Please list all of the trademarks that you use in your presentation as follows; delete any not included in
your presentation. IBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, Quickr, Sametime, WebSphere, UC2, PartnerWorld and Lotusphere are trademarks of International
Business Machines Corporation in the United States, other countries, or both. Unyte is a trademark of WebDialogs, Inc., in the United States, other countries, or both.

« If you reference Adobe® in the text, please mark the first use and include the following; otherwise delete:

Adobe, the Adobe logo, PostScript, and the PostScript logo are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or other
countries.

» If you reference Java™ in the text, please mark the first use and include the following; otherwise delete:

Java and all Java-based trademarks and logos are trademarks or registered trademarks of Oracle and/or its affiliates.

« If you reference Microsoft® and/or Windows® in the text, please mark the first use and include the following, as applicable; otherwise delete:
Microsoft and Windows are trademarks of Microsoft Corporation in the United States, other countries, or both.

« If you reference Intel® and/or any of the following Intel products in the text, please mark the first use and include those that you use as follows; otherwise delete:

Intel, Intel Centrino, Celeron, Intel Xeon, Intel SpeedStep, Itanium, and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United States
and other countries.

« If you reference UNIX® in the text, please mark the first use and include the following; otherwise delete:

UNIX is a registered trademark of The Open Group in the United States and other countries.

« If you reference Linux® in your presentation, please mark the first use and include the following; otherwise delete:

Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both. Other company, product, or service names may be trademarks or service marks of
others.

« If the text/graphics include screenshots, no actual IBM employee names may be used (even your own), if your screenshots include fictitious company names (e.g., Renovations, Zeta
Bank, Acme) please update and insert the following; otherwise delete: All references to [insert fictitious company name] refer to a fictitious company and are used for illustration
purposes only.
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