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What is a XA Transaction? 

Most of the people related to web development may heard about XA, But many of them not very much sure about it. By definition XA is a standard protocol that allows coordination, commitment, and recovery between transaction managers (e.g. CICS, Tuxedo, and even BEA Web Logic Server) and resource managers (e.g. databases, message queuing products such as JMS or Web Sphere MQ, mainframe applications, ERP packages) managers. 

XA is used to coordinate what is commonly called a two-phase commit (2PC) transaction. The classic example of a 2PC transaction is when two different databases need to be updated atomically. Most people think of something like a bank that has one database for savings accounts and a different one for checking accounts. If a customer wants to transfer money between his checking and savings accounts, both databases have to participate in the transaction or the bank risks losing track of some money. 

Does XA transaction is needed even if the application uses a single database?

The problem is that most developers think, "Well, my application uses only one database, so I don't need to use XA on that database." This may not be true. The question that should be asked is, "Does the application require shared access to multiple resources that need to ensure the integrity of the transaction being performed?" If the application needs to update the database and any of these other resources in the same transaction, then both the database and the other resource need to be treated as XA resources. 

Some Simple Examples

An extremely common use case for WebSphere Application server that calls for XA is to pull a message from WebSphere MQ, do some business processing with the message, make updates to a database, and then place another message back on MQ. Usually this whole process has to occur in a guaranteed and transactional manner. There is a tendency to shy away from XA because of the performance penalty it imposes. Still, if transaction coordination across multiple resources is needed, there is no way to avoid XA. If the requirements for an application include phrases such as "persistent messaging with guaranteed once and only once message delivery," then XA is probably needed. 

Another example, though extremely simplified, WebSphere application server definition that needs to use XA. A JMS message is received to start the process. Assume the message is a customer order. The order then has to be placed in the order shipment database and placed on another message queue for further processing by a legacy billing application. Unless XA is used to coordinate the transaction between the database and JMS, we risk updating the shipment database without updating the billing application. This could result in the order being shipped, but the customer might never be billed. 

Once you've determined that your application does in fact need to use XA, how do we make sure it is used correctly?
Fortunately, J2EE and the Java Transaction API (JTA) hide the implementation details of XA. Coding changes are not required to enable XA for your application. Using XA properly is a matter of configuring the resources that need to be enrolled in the same transaction. Depending on the application, the WebSphere Application Server resources that most often need to be configured for XA are connection pools, data sources, JMS Servers, JMS connection factories, and messaging bridges. Fortunately, the entire configuration needed on the WebSphere side can be done from the WebSphere Server Console. 

What is the minimum requirement to implement a XA transaction ?

Before worrying about the WebSphere configuration for XA, we have to ensure that the resources we want to access are XA enabled. Check with the database administrator, the WebSphere MQ administrator, or whoever is in charge of the resources that are outside WebLogic. These resources do not always enable XA by default, nor do all resources support the X/Open XA interface, which is required to truly do XA transactions. For example, some databases require that additional scripts be run in order to enable XA. 

For those resources that do not support XA at all, some transaction managers allow for a "one-phase" optimization. In a one-phase optimization, the transaction manager issues a "prepare to commit" command to all of the XA resources. If all of the XA resources respond affirmatively, the transaction manager will commit the non-XA resource. The transaction manager will then commit all of the XA resources. This allows the transaction manager to work with a non-XA resource, but normally only one XA resource per transaction is allowed. There is a small chance that something will go wrong after committing the non-XA resource and before the XA resources all commit, but this is the best alternative if a resource just doesn't support XA. 

If only some of the database access needs to be done under XA, create two connection pools for the same database. Use an XA driver on one of the connection pools and a non-XA driver on the other. This will avoid the performance overhead of XA transactions for database calls that don't need 2PC. 

How do you Configure XA data sources in WebSphere Application server?
Step 1: Creation of Environment Variable “INFORMIX_JDBC_DRIVER_PATH”
From the WebSphere Administrative console ( Environment ( WebSphere Variables , then select node and Apply 
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Now all the environment variables related to the Node will be displayed. Search for the variable “INFORMIX_JDBC_DRIVER_PATH”, if it is already defined, please ensure it is pointed to a correct directory where the JDBC drivers for Informix is located. If it is not defined please create a new environment variable with the same name and its value will be the directory where the JDBC driver for Informix is located.  

Step 2: Creation of JDBC Provider
From the Main Administrative console screen choose the option Resources (JDBC Providers ( Node ( Apply. All the JDBC providers related to that node will be displayed. Check of any provider name like “Informix JDBC Driver (XA)”, if it is already defined ensures that the JDBC drivers for Informix are correctly mentioned for that provider. If not please create a new one pointed to the correct JDBC drivers for Informix. Please ensure these three ifxsqlj.jar, ifxjdbc.jar, ifxjdbcx.jar is mentioned in the “Informix JDBC Driver (XA)” 
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Note: For XA data source JDBC providers, set the implementation class name to com.informix.jdbcx.IfxXADataSource. Also, create the following CLASSPATH entries,
 ${INFORMIX_JDBC_DRIVER_PATH}/ifxsqlj.jar

 ${INFORMIX_JDBC_DRIVER_PATH}/ifxjdbc.jar

 ${INFORMIX_JDBC_DRIVER_PATH}/ifxjdbcx.jar 

where ${INFORMIX_JDBC_DRIVER_PATH} is the path where your JDBC driver is installed. The ifxsqlj.jar is used when using SQLJ with WebSphere Application Server.
Step 3: Create a Data source Under XA
You can create a data source under either of the two JDBC providers that are described in the previous section, depending on the application requirements. After you create the data source, you can use the Custom Property link in the Application Server Administrative Console to add or modify environment parameters that Informix Dynamic Server requires. You can navigate to the Custom properties link from Resource -> JDBC Provider -> JDBC provider Name (XA) -> Data source name used by the application. 

You can also add new environment parameters that are required by Informix Dynamic Server using the new button under Custom Properties. To modify an existing parameter, click the required parameter and type the new value. Click Apply to immediately make the change in the local configuration. Click Save at the top of the page (inside the message box) to save the changes to the master configuration. You might need to restart Application Server for these changes to take effect.
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After step 3 has completed please test the data source which will ensure that the data base is connected properly with WebSphere Application Server.
Troubleshooting

This section addresses common problems and their resolutions. 
XA transaction problems
Both of these issues mentioned below have a common resolution.

· Symptom: SQL Exceptions because tightly coupled transactions are not enabled in IDS. 

When tightly coupled transactions are not enabled in IDS, you might receive one of the following exceptions: 

· java.sql.SQLException: ISAM error: The record is locked. 

· java.sql.SQLException: Could not do a physical-order read to fetch next row. 

The ISAM message is slightly different, depending on whether SET LOCK MODE TO WAIT [seconds] is set. If you set it to SET LOCK MODE NOT WAIT, the message is ISAM error: record is locked. With SET LOCK MODE TO WAIT [seconds], the application waits for the timeout, and then throws the exception ISAM error: Lock Timeout Expired.

· Symptom: Message "Could not do a physical-order read to fetch next row" error in the SystemOut.log of Application Server. 

When multiple users or clients access the same Informix database doing XA transactions concurrently, you might get the following error in the Application Server file SystemOut.log:
	Caused by: java.sql.SQLException: Could not do a physical-order read to fetch next row.

DSRA0010E: SQL State = IX000, Error Code = -244

at com.informix.jdbc.IfxSqli.a (IfxSqli.java (Compiled Code))

at com.informix.jdbc.IfxSqli.E (IfxSqli.java(Compiled Code))


Resolution: You might need to tune IDS and set some Informix environment variables in Application Server custom properties. The following Informix configuration parameter needs to be set:

DISABLE_B162428_XA_FIX:

· 0 (Default): Frees transactions only when an XA rollback is called. 

· 1: Frees transactions if transaction rollback for other than an XA rollback. Takes effect when the database server is shut down and restarted. 

According to the XA/Open specifications, if a transaction is rolled back by the server for other than an XA rollback by the client, the XID is not forgotten, and the transaction is in rollback only state. This behavior is the default for Informix Dynamic Server, Version 10.0. To return to the previous behavior, set the following ONCONFIG parameter in IDS: 
Set DISABLE_B162428_XA_FIX to 1 to immediately free all global transactions after a transaction rollback, which is the default for Dynamic Server V9.40 and earlier versions. The default behavior for Dynamic Server 10.0 is to free global transactions after an xa_rollback is called, and this behavior is required to confirm to the XA state table that a transaction can be freed only after xa_rollback is called. Setting DISABLE_B162428_XA_FIX to 1 ensures that applications written for the earlier version of Dynamic server work properly.
For Informix Dynamic Server Version 9.40, the ONCONFIG parameter ENABLE_B162428_XA_FIX is set to 1 for XA_SPEC+ compliant behavior. 
You can override the DISABLE_B162428_XA_FIX configuration parameter of the server for a client session with the IFX_XASTDCOMPLIANCE_XAEND environment variable. This environment variable can be particularly useful when the server instance is disabled for new behavior by the ONCONFIG parameter, but one client requires the new behavior. The behavior of XA_END when XA_RB* is returned is specified by the setting of IFX_XASTDCOMPLIANCE_XAEND. It can take the following values: 

IFX_XASTDCOMPLIANCE_XAEND

· 1: XID is not forgotten. Transaction is in Rollback-only state. This is XA_SPEC+ compliant and is the default behavior with IDS 10.0. 

· 0: XID is forgotten. Transaction is Nonexistent. This is default behavior with IDS V9.40. 

The following Informix-specific environment variables must be set in Application Server custom properties: 

· Turn on the IFX_XASPEC variable. 

Activating this variable enforces tight coupling of XA transactions within the same global transaction ID, and enables the transactions to share lock space. IFX_XASPEC only applies to XA connections and cannot be specified in a database URL. It can be specified by data source or by setting a system property (of the JVM) with the same name. The data source property overrides the system property. Any values for the properties other than y, Y, n, or N are ignored. IfxDataSource.getIfxIFX_XASPEC returns the final IFX_SPEC value, which is either y or n. For example if the value of data source IFX_XASPEC equals n and the value of the system IFX_XASPEC equals Y or y, n is returned.

How to set this property in Application Server custom property: 

1. Log on to the Application Server Administrative Console. 

2. Create a new custom property ifxIFX_XASPEC for the Informix XA data source; set it to Y or y. This value is not a Boolean value, and your setting for the property overrides the database system setting. 

· Set Informix Lock Mode Wait for the data source to a higher value. 

Although not required, this property enables you to set the number of seconds that Informix dynamic server waits for a lock. By default, Informix Dynamic Server throws an exception if it cannot acquire a lock immediately. Informix Lock Mode Wait can be set to 1000 seconds.
· Add XA_CONN_LEVEL_SETTING 0 in the Informix ONCONFIG file and restart the Informix Server engine to make the affect for this change. 

      You can try the following tuning steps:

· Run the command UPDATE STATISTICS HIGH against the database. This command updates the statistics in the system catalogs that the optimizer uses to determine the lowest-cost query plan. 

· If many transactions will be updating individual rows, change to row locking mode for a particular table using the following SQL statement: 

	ALTER TABLE [table name] LOCK MODE (ROW)


· Create indexes for the column that your application is querying or updating. 

Software with the update: 

· Informix Dynamic Server, Version 9.40.UC6 

· Informix Dynamic Server, Version 10.00.UC1 

· 3.00. JC1 JDBC driver 

· Symptom: Informix transaction isolation settings in a session are not getting propagated across XA global transactions. 

You might see the following exception message: 
	A SQLException "Could not position within a table" with a nested 

SQLException "Lock Timeout Expired" thrown.


This exception is caused because IDS resets the transaction isolation setting to the database default when the XA transaction ends. The change happens on the database, so WebSphere is not aware that it changed and might not reset the transaction isolation level the next time the connection is retrieved from the pool. This causes the connection and IDS to get out of synchronization.

When the transaction isolation setting is reset, it differs depending on the Informix database logging type:
	Transaction isolation defaults differ by IDS logging type 

	Logging type
	Default transaction isolation

	Database without transaction logging
	Read uncommitted

	Database with logging that is not ANSI-compliant
	Read committed

	Database with logging that is ANSI-complaint
	Serializable


If you attempt to use READ_UNCOMMITTED default read transaction isolation with the WebSphere scheduler service, all scheduler read operations will be blocked, and you might receive lock timeout expired SQLException exceptions for long-running tasks that were part of the read operation.

Resolution: To enable the tightly coupled XA transactions in Informix Dynamic Server, follow the resolution for Symptom: Enabling tightly coupled XA transactions in Informix Dynamic Server. With the fix, the values for isolation level and lock mode are complete-connection level setting. Complete-connection level setting allows propagation of values that were set in the local environment to all transactions. If the value is changed within a transaction, the changed value is propagated back to the local environment and to all subsequent (new and resume) transactions.

Software with the fix: 

· 9.40. UC7W1 and later versions of Informix Dynamic Server 

· 10.00. UC3W4 and later versions of Informix Dynamic Server 

· 3.00. JC3 JDBC driver 

Other problems
· Symptom: Message "Null Pointer Exception on BLOB/SMARTBLOB column" in the SystemOut.log of Application Server 

A null pointer exception is returned in the Application Server file SystemOut.log when IfxBblob or IfxCblob is created using a serialized object and sent to the server.

Resolution: Do not use IfxBblob (inputStream), IfxCblob (inputStream), IfxCblob (inputStream) or IfxCblob (locator) to access the server. It runs as MODE_CLIENT_ONLY. 

· Symptom: Messaging engine of Application Server cannot start due to a problem with the Informix JDBC Driver 3.00JC1 

When the messaging engine uses the Informix JDBC driver 3.00JC1 to store its data, the messaging engine cannot start. You can find the following message in the application server file SystemOut.log:

	[…..] CWSIS0002E: The messaging engine encountered an exception while starting. 

Exception: com.ibm.ws.sib.msgstore.PersistenceException: CWSIS1501E: 

The dataSource has produced an unexpected exception: java.sql.BatchUpdateException: 

Unique Constraint (informix.u114_62) violated.


Resolution: Upgrade the Informix JDBC Driver to 3.00JC2

· Symptom: ApplicationNotFindException in the WAS file SystemOut.log when trying to access modules generated by EJB™ components. 

When an entity (CMP) gets the string from the table, blank spaces are inserted into the result set that can cause the error ApplicationNotFindException.

For example: A failed event can be stored in the Informix database and the event’s Destination_module_name is HelloWorldWithBO (16 characters). To get the details of this failed event, FailedEventManagerEJBBean.getFailedEventWithParameters is called, which executes the following code:

	loadClassContext (fel.getDestination_module_name ());


fel.getDestination_module_name () returns:


 "HelloWorldWithBO                                       " (255 characters),


  instead of "HelloWorldWithBO" (16 characters).


So the module cannot be found, and ApplicationNotFindException is thrown. 

Resolution: The schema DDL generated by the EJB components uses the data type CHARACTER for the column by default. In the example above, Destination_Module_Name is defined as CHARACTER (255).

Use data type VARCHAR or LVARCHAR instead of CHAR.

· CHAR Stores single-byte or multibyte text strings of fixed length (up to 32,767 bytes); supports code-set order in collation of text data. Default size is 1 byte. 

· VARCHAR Stores single-byte or multibyte text strings of varying length (up to 255 bytes); supports code-set order collation of text data. 

· LVARCHAR (IDS) Stores single-byte or multibyte text strings of varying length (up to 32,739 bytes). The size of other columns in the same table can further reduce this upper limit. The default size is 2,048 bytes. 

· Symptom: Unable to connect to localhost when Informix Dynamic Server is installed locally 

When you locally install IDS with Application Server, the connection to IDS fails when using localhost. The same issue is observed when configuring a data source in Application Server.

Resolution: 

· On Windows operating systems, use *[hostname] in the host information tab of setnet32 to get both IP address 127.0.0.1 and localhost to work for Informix connections. 

· On the Solaris Operating Environment, use the ONCONFIG parameter DATABASESERVERALIASES to resolve the localhost problem. For example: Set DATABASESERVERALIASES to patriot1_local in the IDS ONCONFIG file and add the following line in $INFORMIXSQLHOSTS ($INFORMIXDIR/etc/sqlhosts): 

	patriot1_local 
ontlitcp
 127.0.0.1
 18551 


· Symptom: Informix 2.21.JCX JDBC driver returns wrong holdability value 

Informix 2.21.JCX JDBC driver returns wrong holdability value. It is required for Application Server V6.0. 

Resolution: The fix is available in later versions of the Informix JDBC driver. Use the 3.00 JC1 JDBC driver.

· Symptom: Database metadata gettables fails for ANSI databases. 

Informix Dynamic Server converts the schema owner to uppercase for ANSI databases, but the JDBC driver converts the schema owner to lower case. So getTables(...) fails for some cases. 

Resolution: The fix is available in later versions of the Informix JDBC driver. Use the 3.00. JC1 JDBC driver.

Conclusion
By now two things should be clear. XA transactions are needed more often than most developers realize, and XA is very easy to configure within WebSphere Application Server. Always evaluate the configuration based on the application's business requirements and then choose the appropriate settings to make sure that transactions behave in the way they should. 

References:
http://wldj.sys-con.com/read/44439.htm
http://www-128.ibm.com/developerworks/db2/library/techarticle/dm-0602sudhakar/index.html
